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. BO CONG AN _ CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TiNH QUANG NGAI Péc lap - Tu do - Hanh phic

S6:4 96 YCAT-ANM Quang Ngdi, ngdyol\thdng 4 nam 2025
V/v tang cuong cong tac bao dam an toan
théng tin, an ninh mang trong thdi gian nghi
Gid T6 Hung Vuong, L& 30/4 - 01/5/2025

Kinh gtri:
- Vén phong Tinh uy; Van ph(‘)ng UBND tinh;
- Van phong Doan PBQH va HDND tinh;
- Uy ban Mt tran TH quoc Viét Nam tinh;
- B§ Chi huy Quén su tinh; B6 Chi huy B6 d6i Bién phong tinh;
- Vién Kiém s4t nhan dan tinh; Toa 4n nhan dén tinh;
- Cuc Théng k& tinh; Cang vu Hang hai tinh;
- Cuc thi hanh an Dan su tinh; Bénh vién Pa khoa tinh;
- Céc 6, ban nganh va hoi doan thé tinh;
- UBND céc huyén, thi xa, thanh phé;
- B4o Quang Ngii; Pai phat thanh va Truyén hinh tinh;
- Truong Pai hoc Pham Van Déng; Cao déng Viét Nam -
Han Qudc - Quang Ngii; Cao ding Y té Pang Thuy Tram;
- Cong ty CP Loc hoéa dau Binh Son; VNPT Quéng Ngéi;
Viettel Quang Ngdi; Mobifone Quang Ngéi; Dién luc
Quang Ngai; Truyén tai dién Quang Ngi.

Nhim ting cudng cong tac bao dam an toan, an ninh thong tin mang trén
dia ban tinh Quang Ngai trong thoi gian nghi Gid Té Hung Vwong, L& 30/4 -
01/5/2025, Coéng an tinh dé nghi cac co quan, don vi, dia phuong trén dia ban
tinh quan tAm chi dao trién khai thuc hién mét s6 ndi dung sau:

1. Tang cuwong trién khai hoat déng bao dam an toan théng tin, an
ninh mang

- Ra soét cac hé thng thong tin, biao dam cac hé théng théng tin dugc
trién khai ddy d cac bién phép bao vé theo cip dd an toan thong tin, cac chinh
sach an ninh d6i véi hé thdng tudng ltra, hé thdng phét hién xam nhép, hé théng
phong chéng ma ddc; cap nhat hé diéu hanh may chu, img dung, dich vu va cac
hé théng cong nghé théng tin khac.

- Phan cong luc luong tai chd trién khai truc giam sat 24/7; chi déng theo
do1 thuong xuyen, li€n tuc cac hé thdng gidm sét an toan thong tin tap trung, hé
thdng phong, chéng ma doc tap trung dam bao xir 1y, khéic phuc kip thoi tin
cong mang, canh bao ma doc duge xac minh.

- Chu dong thyc hién kiém tra, danh gia, phat hién va khac phuc 15 héng
bao mat; sin ling mdi nguy hai va boc g& phin mém ddc hai cho toan bd may
chi, may tram trong hé théng thong tin; ra soat, cAp nhat ddy du cac ban va 16
héng bao mat cho hé théng théng tin.



2

- Ra soat, kiém tra va boc g& cac phan mém ddc hai cho toan bd may chu.
may tram trong hé thdng mang; trong dé, cin wu tién cac hé théng tin c6 dia chi
IP ndm trong danh sach IP mang Botnet duogc cac don vi chirc ning canh bio.

- Sir dyng va khai thac hiéu qua Nén tang Piéu phdi xir Iy su cb an toan
thong tin mang quéc gia (IRLab).

- T6 chirc tuyén truyen nang cao nhén thic co ban ky néng vé& an toan
thdng tin mang, canh giac vé thong tin xau doc, tin gia va thong tin lira do trén
khong gian mang cho can b, céng chirc, vién chirc va nguoi lao dong thudc don
vi, dia phuong.

2. Chi dao, quan triét cong chirc, vién chirc, ngudi lao dong thuong xuycn
thay d6i mat khéu tai khoan thu dién ti cong vu, dam bao mat khiu du manh
(ddm bdo mdt khau cé it nhat 8 ky tw va bao gom: chir hoa, chit thuong, ky nr
ddc biét va chir s6), khong luu gitt mat khau trén trinh duyét Internet; tuyét doi
khéng str dung thu céng vu cua tinh dé ding ky vao cac mang x3 hoi, dién dan
va cac trang thong tin cdng cdng khac.

3. Thanh vién Péi tmg ciru sur ¢d an toan théng tin mang tinh Quéang Ne: |
(theo Quyét dinh sé 418/OD-UBND ngdy 02/4/2024 ciia Chi tich UBND tinl:)
chu dong ra soat, theo ddi hé théng mang cua co quan, don vi minh va kip thai
hd trg cong tac dam bao an toan thong tin, an ninh mang cho céc co quan Dang..
Nha nuéc trén dia ban tinh khi can thiét va c6 yéu céu cua co quan thuong tru-
Doi tmg ctru (Phong An ninh mang va phong chdng t6i pham sir dung cong nghs
cao, Cong an tinh)

4. Phong An ninh mang va phong chong t01 pham st dung cong ngh¢ cac.
Coéng an tinh ph01 hop Trung tam chuyén ddi s6 va dbi méi sang tao, S& Kho
hoc va Cong nghé tinh cé trach nhiém ting cudng coéng tac quan tri, van han
cac hé thdng thong tin ding chung cua tinh tai Trung tdm dit liéu tinh va pha
cong can bd ky thuat truc, quan tri hé thdng dam bao 24/7 dé kip thoi phdi hop
va xtr Iy cac su ¢ lién quan; thuc hién ké hoach tmg pho su c¢b an toan thong tin
mang, phuong én tng ctru khi c6 sy cb xay ra trén dja ban tinh. Bao dam duy uri
két ndi lién tuc cac hé théng thong tin tai Trung tam dit liéu tinh t6i hé thong k¢
thuat cta Trung tdm Gidm sét an toan khong gian mang qudc gia dé dugc hd tro
gidm sat, phat hién va canh bao sdm, xt ly; kip thoi chia sé thong tin véi Cuc
An ninh mang va phong, chéng toi pham sir dung cong ngh¢ cao - B6 Cong an
khi phét hién d4u hiéu tAn cong mang vio hé théng thong tin.

5. Viettel Quang Ngai - don vi cung cép dich vu ‘Giam sat an toan, an nini
mang tap trung (SOC) tinh Quang Ngdi tiép tuc cung co va uu tién ngudn luc ch -
nhiém vy giam sat va bao vé cac Hé théng théng tin cip do 3 trén dia ban tinh.

6. Vién théng Quang Ngéi (VNPT) trién khai cac giai phap ky thuét 1
quét, canh béo, xtr Iy ma doc ddi véi cac dit liéu va uu tién ngudn luc dé dam
b&o an toan théng tin dbi véi cac hé théng: Quan ly va didu hanh ding chuny
trong cdc co quan nha nuée tinh Quang Ngai; Hé thng théng tin giai quyét thu
tuc hanh chinh tinh Quang Ngii; Hé théng Céng théng tin dién tir tinh Quang
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Ngai; Hé théng théng tin bdo cdo tinh Quang Ngai; Quan ly cong chuc, vién

chic va cac hé thdng théng tin cta tinh do don vi cung cap dich vu cong nghé
thong tin.

7. Khi xay ra sy cb Ve an toan thong tin, an ninh mang céc don vi, dia
phuong cn phai bao ngay vé& Cong an tinh dé hd tro, phéi hop xir Iy va téng
hop, bao cdo UBND tinh, B Cong an.

Trong tru'o’ng hop cin hé tro’ xit Iy, teng civu va khic phuc sw cé d@é
nghi lién hé cdc dau moi ky thudt sau:

* Trung tim An ninh mang quéc gia - Cuc An ninh mang va phong,
chéng toi pham sir dung cong nghe cao, Bo Cong an

Trung tdm Ung ctru khin cép khong gian mang Viét Nam (VNCERT),
dién thoai 0590.505.999 , thu dién tir: vncert@nca.gov.vn.

* Cong an tinh Qudng Ngdi:

- Dong chi Thuong t4 V6 Véan Hoan - Phé Trudng Phong An ninh mang
va phong chéng t6i pham st dung cong nghé cao; Dién thoai: 0980.331.268.

- Dong chi Pai ty Pham Nhat Tri - Can bd, Phong An ninh mang va
phong chéng t6i pham st dung cong nghé cao; Pién thoai: 0966.833.937.

- Dong chi Thugng ity Hoang Gia Béo - Can bd, Phong An ninh mang va
phong chéng t6i pham st dung cong nghé cao; Dién thoai: 0964.634.357.

bé nghi céc co quan, don vi, dia phuong quan tam trién khai thuc hlen./.%

Noi nhén: KT. GIAM BOC
- Nhu trén; ] .

- UBND tinh (béo céo);

- Cuc ANM va PCTP sir dung
CNC - B§ Cong an (bao céo);
- Lanh dao Cong an tinh;

- Phong Tham muru;

- Luu: VT, ANM.

~ Dai ta Vo Viin Duwong
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