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Sb: 1489 /KH-SGDPT Quang Ngai, ngay 2/ thang 12 nam 2023
KE HOACH

Tang cwong dim bdo an toan, an ninh thong tin
trong hoat dgng nganh giao duc va dao tao dén nam 2025
va dinh huwéng dén nam 2030

Thuc hién Ké hoach s6 166/KH-UBND ngay 17/10/2022 ctia Uy ban nhan
dan tinh Quang Ngii vé ting cudng dam bao an toan, an ninh thong tin trong hoat
dong cac co quan nha nude tinh Quang Ngdi dén nim 2025 va dinh huéng dén
nam 2030; Ké hoach s6 316/KH-SGDDT ngay 23/3/2021 cua S¢ Gido duc va
Pao tao vé ing dung cong nghé thong tin, chuyén do6i s6, chinh quyén dién tir va
bdo ddm an toan thong tin mang giai doan 2021-2025 trong nganh Gido duc va
Pao tao, S& Gido duc va Pao tao ban hanh Ké hoach “Tang cudong dam bdo an
toan, an ninh thong tin trong hoat dong nganh giao duc va dao tao dén nim 2025
va dinh huéng d¢én nim 2030” nhu sau:

I. MUC TIEU CHUNG

bam bdo an toan, an ninh thong tin mang phyc vu giao duc va dao tao
hu’O’ng t6i chinh quyén s tinh Quang Ngii; cac hé thong thong tin nganh gido
duc va dao tao c6 kha ning thich ung linh hoat, giam thiéu cac nguy co, de doa
mat an toan thong tin mang va chu dong phong ngira, tng pho khi c6 sy ¢d vé an
toan théng tin.

II. MUC TIEU CU THE PEN NAM 2025
1. Muc tiéu cu thé dén nim 2025

- 100% h¢é théng thong tin cua cac don vi gido duc duoc phé duyét cap do an
toan hé théng thong tin va trién khai cic ddy du phuong 4n dam bao an toan
thong tin theo Nghi dinh sd 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phi va
Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022 cta Bo truéng B Thong tin va
Truyén thong.

- 100% may tram phuc vu cong tac hér)h chinh cta cac co quan gido duc, co
S0 gido duc cai dat phan mém phong, chong ma doc va chia s¢ thong tin voi
Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC).

- 100% cac don vi gi4o duc ban hanh cac quy dinh, quy ché va hudng dan vé
dam bao an toan, an ninh thong tin trong hoat dong cuia don vi.

- 100% céc don vi giao duc c6 phan cong can bd chuyén trach, kiém nhiém
v€ an toan thong tin.

- Pam bdo kinh phi chi cho cong tdc ddm bdo an toan thong tin mang trong
kinh phi trién khai ké hoach phat trién chinh quyén dién tir huéng dén chinh
quyén so, chuyen doi so hang nam, giai doan 5 ndm va cdc du 4n cong nghé
thong tin, chuyén doi s6.
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2. TAm nhin dén nim 2030

- Cac hé thong thong tin cua nganh giao duc dugce dau tu hoan thién, ning
cao kha nang phong, chong cac cudc tin cong trén mdi trudng mang.

- CO d0i ngli can bo chuyén trach an toan thong tin cia don vi, ¢6 kha nang
phong thu, tmg pho voi cac nguy co va su cd mat an toan thong tin trén khong
gian mang ddi véi cac hé thong thong tin.

I11. NHIEM VU TRONG TAM

1. Tang cuong kiém tra, danh gia dinh ky vé an toan thong tin mang ddi véi
cac h¢ thong thong tin cia don vi; dau tu trang thiét b1 dé nang cao nang luc
phong, chong tan cong mang doi véi cac h¢ thong thong tin.

2. Xay dung hd so dé xuit va phé duyét cip do an toan hé thdng thong tin,
kiém tra danh gia phuong an, diéu kién dam bao an toan, an ninh mang, giam sat
an toan, an ninh mang, Gmg pho khic phuc sy cb an toan, an ninh mang ddi véi
cac hé théng thong tin quan trong.

3. Tham gia vao mang ludi Gmg ctru sy ¢b an toan thong tin mang, cac chién
dich dam bao an toan thong tin mang do S¢ Thong tin va Truyén thong, S¢ Giao
duc va Pao tao diéu phoi, phat dong.

4. Tap huén vé an toan thong tin, nang cao k¥ ning an toan thong tin cho doi
ngi cong chire, vién chic trén moi truong mang. T6 chuc tap huan hoic cir can
bd chuyén trach, phu trach vé an toan thong tin/chuyén d6i s6 tham gia cac khoa
dao tao, tip huan vé an toan thong tin.

5. Quan tam, thu hit, dao tao, bdi dudng ngudn nhan lyc cao vé an toan
thong tin, dap tng yéu cau cua co quan, don vi.

6. T6 chirc cac chuong trinh dién tip thuc chién, tip hudn vé dam bao an
toan thong tin mang véi cac phuong an, kich ban phu hop thuc t€ cho can bd
chuyén trach/phu trach v€ an toan thong tin ctia cac co quan, don vi.

7. Tiép tuc ddy manh cong tac truyén thong, nang cao nhdn thirc, k§ ning
s0, k¥ nang khai thac thong tin an toan trén moi truong mang.

8. Kip thoi cung cap thong tin, sb liéu vé phap 1y, k¥ thuat, t6 chic, nang
cao nang lyc va hop tac trong linh vuc an toan, an ninh mang phuc vu vi¢c danh
gia xép hang chi s6 An toan thong tin.

9. Phan cong can bg, cong chirc chuyén trach, kiém nhiém lam cong tac
chuyén doi so0, cong tac an toan thdng tin mang tai co quan, don vi.
IV. KINH PHi THU'C HIEN
’ 1. Kinh phi thuc hién Ké hoach nay dugc bé tri thyc hién theo kha nang can
do61 ngan sach nha nudc hang nam theo phan cap ngéan sach hién hanh, huy dong
tr cac nguon tai trg hop phép khac.
2. Can cur nhiém vy dugc giao trong Ké hoach nay, céc co' quan, don vi giao

duc 16ng ghép trong Ké hoach chuyen d6i s6 hang nim cua don vi, 14p du toan
kinh phi thyc hién nhiém vu va téng hop chung trong du toan ngan sach hang
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nam cia don vi, giri co quan cha quan dé tong hop, trinh cap c6 tham quyén xem
Xét, bo tri kinh phi thyc hién theo quy dinh.

V. TO CHUC THUC HIEN
1. Van phong, Sé Giao duc va Pao tao

- Tham muu dau tu, trién khai cac giai phép dam bao an toan ha tang mang,
mdy chu, img dung, dit li¢u cho S¢ Gido duc va Dao tao, nganh giao duc; thyc
hién nghiém cac quy dinh vé bao dam an toan thong tin theo cap do da dugc phé
duyét.

- Hudng dan, theo ddi va phé duyét cap do an toan thong tin dbi véi cac hé
thong thong tin cta cac co s¢ giao duc truc thudc.

- Thuong xuyén ra soat, kiém tra, phdi hop xt 1y, khic phuc cac 16 hong,
diém yéu vé bao mat, an toan thong tin ddi voi hé thdng thong tin nganh gido duc
chu tri xdy dung hodc thué dich vu cong nghé thong tin va cac hé théng thong tin
do S quan 1y van hanh.

- Phéi hop va td churc tap huén, huin luyén, dién tdp nang cao trinh dg, k¥
nang cho dj1 ngli nhan luyc giam sat an toan thong tin mang va nang cao nhan thire,
kién thirc an toan thong tin cho ngudi dung va can bg, vién chirc nganh gido duc.

2. Phong Ké hoach - Tai chinh, Sé Gido duc va DPao tao

Tham muu ting cuong co s Vat chat, thiét bi, tng dung an toan thdng tin,
uu tién bo tri kKinh phi hang nam d¢ trién khai hoat dong dam bao an toan, an ninh
mang.

3. Phong Chinh tri tw twéng va GD Chuyén nghiép Thuwong xuyén, Sé¢
Giao duc va Dao tao

Cha tri, phéi hop vé&i Vén phong S¢ GDDT, S¢ Thong tin va Truyén théng
day manh trién khai cdc chuong trinh tuyén tuyén, pho bién, nang cao nhan thirc
v€ an toan, an ninh mang trong cic co sd giao duc.

4. Phong Giao duc va Pao tao huyén, thi x3, thanh phé

- Tham muu ké hoach cho UBND huyén, thi xd, thanh phd to chirc trién khai
cac giai phap dam bao an toan thong tin mang tong thé trong don vi gido duc
mAam non, tiéu hoc, trung hoc co s¢ va trung tdm giao duc thuong xuyén; tham
muu dau tu, trién khai cac giai phap dam bao an toan ha tang ‘mang, may chu,
ing dung va cac giai phap phong chéng mi ddc cho cac hé thong may tinh, hé
thong thong tin, co so dir liéu giao duc.

- Truyén thong to chirc tuyén truyén chu truong, chinh sach cua Pang va
phép ludt cua Nha nudc ve viée tang cuong dam bao an toan, an ninh mang trong
cac co so giao duc.

- Hudng dan va theo doi va tham muu UBND cép huyén phé duyét cap do an
toan thong tin dbi voi cac hé théng thong tin clia cac co s¢ gido duc mam non, tiéu
hoc, trung hoc co s& va trung tam giao duc thuong xuyén theo quy dinh tai Nghi dinh
sO 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phu va Théng tu sd 12/2022/TT-
BTTTT ngay 12/8/2022 cua B truéng Bo Thong tin va Truyén thong.
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- Thudng xuyén cap nhat va thong tin canh bao vé cac nguy co, 16 hong bao
mat an toan thong tin mang dén don vi chil quan; kiém tra, ra soat, phdi hop xir 1y,
khéc phuc cac 16 héng, diém yéu vé bao mat, an toan thong tin dbi véi hé théng
thong tin dugc két ndi, giam sat trén hé thong giam sat tuong lira tap trung tai
Trung tAm dir liéu tinh va cac hé thdng thong tin do don vi chu tri xay dung hodc
thué dich vu cong nghé thong tin va cac hé thong do don vi quan Iy van hanh.

- Phéi hop va td churc tap huin, huin luyén, dién tap nang cao trinh do, k¥
nang cho doi ngli nhan lyc gidm sat an toan thong tin mang va nang cao nhan
thtrc, kién thirc an toan thong tin cho nguoi dung va can bg, vién chirc.

5. Cac don vi truc thuge S6 GDPT, Trung tam GDTX

- Trién khai ddy du cac quy dinh vé dam bao an toan thong tin theo cip do
d6i voi hé théng thong tin do don vi chu tri xay dung hodc thué dich vu cong
ngh¢ thong tin; xay dung hd so dé xuat cap do an toan hé thong thong tin, trinh
cap c6 tham quyén tham dinh va phé duyét theo Nghi dinh s6 85/2016/ND-CP
ngay 01/7/2016 cua Chinh phu va Thong tu s0 12/2022/TT-BTTTT ngay
12/8/2022 ciia Bo truong Bo Thong tin va Truyén thong.

- Trién khai huong dan xay dung hd so dé xuét va phé duyét cap d6 an toan
hé thdng thong tin ddi voi cac h¢ thong thong tin cta don vi. Trién khai cac giai
phép an toan thong tin theo cap d6 ddi voi cac hé thong thong tin do don vi chu
tri xay dung hodc thué dich vu cong ngh¢ thong tin va quan ly, van hanh.

- Tang cudng cdng tic tuyén truyén nang cao nhan thirc vé an toan, an ninh
thong tin mang cho can bd, cong chirc, vién chirc va nguoi lao dong don vi.

- Chui dong bb tri kinh phi va ting cudng thuc hién cac bién phap dam bao
an toan, an ninh thong tin doi1 véi cac hé thong may tinh, hé¢ thong thong tin dang
trién khai, ing dung tai don vi.

- Phan cong can b, cong chitc chuyén trach, kiém nhiém lam cong tac
chuyén doi so, cong tac an toan thong tin mang tai don vi.

- Phéi hop vé6i Vian phong S¢ Gido duc va Dao tao trong cong tic danh gia
murc d§ dam bao an toan thong tin mang.

Yéu cau cac co quan, Co s& gido duc nghiém tic trién khai, thuc hién Ké
hoach. Trong qua trinh t6 chirc thuc hién, truong hop phat sinh vuéng mac, kip
thoi bao cao vé Van phong S¢ Giao duc va bao tao dé tong hop, xem xét, chi dao
giai quyét theo quy dinh./.

Noi nhgn: GIAM POC

- Bon vi truc thude So; ) K{ bot: SO GIAO DUC VA
- Phong GDDT huyén, thi xa, thanh pho; thai gian ky: 023
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- Cac phong thudc S6 GDDT; X

- Luu, VT, VPndh.

Nguyén Ngoc Théi
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