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CUC AN TOAN THONG TIN Poc 1ap - Tw do - Hanh phiic
Sb: 28 /BC-CATTT Ha Noi, ngay 73 thang /2 nam 2022
BAO CAO KY THUAT

Tinh hinh an toan thong tin thang 11/2022
va thong ké két noi chia sé dir liéu vé ma doc, giam sat

1. Canh bao an toan thong tin da phat hanh trong thang

Vin ban sd 1824/CATTT-NCSC
vé viéc 16 héng bao mat anh
hudng cao va nghiém trong trong N .

cac san pham Microsoft cong bd = Microsoft
thang 11/2022 phat hang ngay
11/11/2022.

2. Tinh hinh trién khai cong tic phong chdng phin mém doc hai va
chia sé dir liéu ma dgc theo Chi thi 14/CT-TTg nam 2018

Thuc hién Chi thi s6 14/CT-TTg ctia Thu tuéng Chinh phit ban hanh ngay
25/5/2018 vé viéc ning cao ning luc phong, chdng phan mém doc hai, Cuc An
toan thong tin dd giao Trung tim Gidm sat an toan khong gian mang qudc gia hd
trg 14 doanh nghiép c6 giai phap phong chéng mi doc thyc hién két nbi chia sé
dir liéu ma doc theo van ban 2290/BTTTT-CATTT ngay 17/7/2018 vé viéc hudng
dan két ndi, chia sé thong tin vé ma doc giira cac hé théng ky thuat. Danh sach
san pham phong chéng mi doc co kha ning két ndi chia sé dir liéu cap nhat tai:
https://www.ais.gov.vn/thong-tin-tham-khao/danh-sach-san-pham-phong-chong-
ma-doc-co-kha-nang-ket-noi-chia-se-du-lieu.htm

Dén hét thang 11/2022 di c6 84 don vi (62 Tinh/Thanh, 22 B6/Nganh) trién
khai giai phap phong chdng ma doc tap trung va thuc hién két ndi chia sé thong
tin vé mi doc voi Trung tim Giam sat an toan khong gian mang qubc gia (NCSC).

Trong thang 11/2022, thong qua két ndi chia sé dit liéu vé ma doc tir 84 don
vi, Hé théng k¥ thuét cua Trung tAm Giam sat an toan khong gian mang quéc gia
(NCSC) ghi nhan 77/84 don vi c6 két ndi thuong xuyén, 72/77 don vi c6 chia sé
vé hé diéu hanh cac may (tong sd may 1a 79.336).
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Mot s6 don vi c6 s6 lwong may chia sé két noi trong thang 11 twong ddi
diy da:
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Ghi chii: Hién trang trién khai giai phap phong chdng ma doc dap g yéu
cau cta Chi thi s6 14/CT-TTg nim 2018 tai Phu luc I kém theo.

3. Tinh hinh trién khai céng tac giam sat an toan thong tin va két ndi
chia sé dir li¢u giam sat theo Chi thi 14/CT-TTg nam 2019

Thuc hién Chi thi s6 14/CT-TTg ctia Thi tudng Chinh pha ban hanh ngay
07/6/2019 vé viéc ting cuong bao dam an toan, an ninh mang nhim cai thién chi
$6 xép hang cua Viét Nam, Cuc An toan thong tin da giao Trung tam Giam sat an
toan khoéng gian mang qudc gia hd tro 13 doanh nghiép co giai phap giam sat an
toan thong tin thuc hién két ndi chia sé dit liéu theo van ban 2973/BTTTT-CATTT
ngay 04/9/2019 vé viéc huéng dan trién khai hoat dong giam sét an toan thong tin
trong co quan, to chirc nha nudc.

Dén hét thang 11/2022, di c6 87 don vi (63 Tinh/Thanh, 24 Bo/Nganh)
trién khai cong tic giam sat an toan thong tin va thuc hién két ndi chia sé dir liéu
giam sat v6i Trung tAm Gidm sat an toan khong gian mang qudc gia (NCSC).

Trong thang 11/2022, thong qua két ndi chia sé dit liéu giam sat tir 87 don
vi, Hé théng k¥ thuat cua Trung tAm Giam sat an toan khong gian mang quéc gia
ghi nhan 70/87 don vi c6 két ndi chia sé¢ dit liéu twong d6i day du, 17/87 don vi bi
mat két ni chia sé dit liu.

Mot s6 don vi c6 két ndi chia sé dir li¢u giam sat trong thang twong ddi
day du:
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Ghi chu: Hién trang két ndi chia sé dit lieu giam sat tai Phu luc 2 kém theo.

4. Tinh hinh lay nhiém ma dgc trén ca nwéc

Trong thang, Hé thong k¥ thuat ciia Trung tdm Giam sat an toan khong gian
mang qudc gia (NCSC) da ghi nhan 479.155 dia chi IP cta Viét Nam nam trong

mang botnet (gidm 7.43% so v&i thang 10/2022), trong do c¢6 199 dia chi IP cua
CO quan, t6 chirc nha nude (17 dia chi IP Bo/N ganh, 182 dia chi IP Tinh/Thanh).
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Ghi chii: Danh sach cac don vi ¢é dia chi IP nam trong mang botnet Trung
tam NCSC phat hién co tai phu luc 3 kem theo.

Thong tin chi tiét vé cac dia chi IP ndm trong mang botnet don vi chuyén
trach vé CNTT/ATTT tai B6/N ganh, Tinh/Thanh c6 thé tra ctu, cap nhat thong
tin thudng xuyén théng qua tai khoan da c6 trén Hé thong giam sat tir xa do Trung
taim Giam sat an toan khong gian mang qudc gia (NCSC) cép. Thong tin tir Hé
thdng ciing c6 thé tham khao, sir dung dé danh gia hiéu qua giai phap giam sat,
phong chéng mi doc tap trung dang trién khai.

5. Piém yéu, 16 hong ton tai trén may tinh cia cac co quan to chirc

Trong thang, Hé théng k¥ thuat caia NCSC d3 ghi nhan c6 1.729 diém yéu,
16 hong an toan thong tin tai cac hé thong thong tin ctia cic co quan td chirc nha
nude. S6 lwong diém yéu, 16 hong néu trén 1 rit 16n, do d6 Cuc ATTT d chi dao
Trung tim Gidm sat an toan khong gian mang qudc gia trién khai danh gia, xac
dinh cac 16 héng nguy hiém, c6 anh huéng trén dién rong va hudng dan céc
Bd/Nganh khéc phuc. Pac bi¢t c6 mot $6 15 héng da va dang dugc cac nhom tAn
cong loi dung dé thuc hién cac cudc tn cong APT. Duéi day 1a mot s6 16 héng
van con ton tai trén nhiéu may chua dugc xir 1y.

Mai diém yéu/  SL may bi

TT X z
16 hong anh hudéng

https://msrc.microsoft.com/update-

1 | CVE-2019-0708 5428
guide/vulnerability/ CVE-2019-0708




https://nvd.nist.gov/vuln/detail/CVE-

2 | CVE-2018-18688 1649
2018-18688
https://www.microsoft.com/en-
us/security/blog/2019/04/10/analysis-
3 | CVE-2018-20250 2441
of-a-targeted-attack-exploiting-the-
winrar-cve-2018-20250-vulnerability/
https://talosintelligence.com/vulnerabili
4 | CVE-2019-5126 1632
ty _reports/TALOS-2019-0915
https://msrc.microsoft.com/update-
5 | CVE-2022-23824 978

guide/vulnerability/ CVE-2022-23824

Bén canh cac diém yéu/I5 hong ghi nhan, Hé thong k¥ thuat cia NCSC con
phan tich va phat hién nhiéu may tinh cua co quan nha nuée c6 két ndi dén dia
chi IP/Domain nghi ngd doc hai do cac phan mém phong chéng ma doc da ghi
nhan. Thong ké TOP 6 két ndi nghi ngd phét sinh trong thang:

STT IP/Domain dgc hai STT IP/Domain d¢c hai
1 disorderstatus.ru 4 atomictrivia.ru
2 micronsofte-online.com 5 differentia.ru

Nhim dam bao an toan hé théng, dé nghi don vi chuyén trach vé
CNTT/ATTT tai co quan, to chire phéi hop v6i cac don vi thyc hién ra soat xac
dinh va tién hanh “Va” cac 15i trén hé thong dic biét 1a cac 16 hong néu trén./.

Noi nhan:

- Hé thdng cac don vi chuyén trach vé ATTT/CNTT

clia cc bg, nganh, S TT&TT cac tinh, thanh phd
truc thudc Trung wong;
- Thir truéng Nguyén Huy Diing (dé b/c);
- Cuc trudng (dé b/c);
- Cac Pho Cuyc truong;
- Trung tam VNCERT/CC, P. ATHTTT,
P. TT&HTQT;

- Luu: VT, NCSC.

KT. CUC TRUONG
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Phu luc V
DANH SACH PIEM YEU LO HONG PHO BIEN
DA CO HUONG DAN KY THUAT
(Kém theo Bdo cao so /BC-CATTT ngay thang 12 nam 2022

cia Cuc An toan thong tin)

Ma diém yéu/ 16

hong

Ghi chu

1 CVE-2019-0708 Tham khéo Béo cdo thang 8/2019

2 CVE-2013-3900 Tham khao Bao céo thang 8/2019
(MS13-098)

3 CVE-2014-4114 Tham khao Béo cao thang 8/2019
(MS14-060) Sandworm APT

4 CVE-2015-0009 Tham khao Béo c4o thang 9/2019
(MS15-014)

5 CVE-2015-1635 Tham khao Béo cao thang 9/2019
(MS15-034)

6 CVE-2015-0084 Tham khao Bao céo thang 9/2019
(MS15-028)

7 CVE-2014-0315 | Tham khéo Béo céo thang 10/2019
(MS14-019)

8 CVE-2017-0144 | Tham khéo Béo céo thang 10/2019
(MS17-010)

9 CVE-2013-3129 | Tham khao Béo cao thang 11/2019
(MS13-053)

10 CVE-2015-0073 Tham khao Béo cao thang 11/2019
(MS15-025)

11 CVE-2015-0080 Tham khao Béao céo thang 11/2019
(MS15-024)

12 CVE-2015-0076 | Tham khao Bao céo thang 12/2019
(MS15-029)

13 CVE-2013-3940 | Tham khao Béo céo thang 12/2019
(MS13-089)

14 CVE-2015-0012 | Tham khao Béo céo thang 12/2019
(MS15-017)

15 CVE-2014-0260 | Tham khao Bao céo thang 01/2020
(MS14-001)

16 CVE-2014-1818 | Tham khao Béo céo thang 01/2020
(MS14-036)

17 CVE-2014-6352 | Tham khao Béo céo thang 01/2020
(MS14-064) Moonsoon APT

18 CVE -2014-0263 | Tham khao Béo cao thang 02/2020
(MS14-007)
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19 CVE-2014-4148 Tham khao Béao cdo thang 02/2020
(MS14-058) APT 31

20 CVE-2015-0078 | Tham khao Béo céo thang 02/2020
(MS15-023)

21 CVE-2008-4250 Tham khdo Bao cdo Thang
(MS08-067) 03/2020

Silence APT

22 CVE-2014-2778 Tham khao B4o cdo Thang
(MS14-034) 03/2020

23 CVE-2013-3891 Tham khdo Bao cdo Thang
(MS13-086) 03/2020




