UBND TINH QUANG NGAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Twdo - Hanh phiic

S6:1873 /STTTT-BCVT&CNTT Quang Ngai, ngay 15 thang 12 nam 2022
VIV canh bao 15 hdng bao mat anh

huong cao trong cac san pham
Microsoft cong bo thang 12/2022

Kinh gtr:
- Véan phong: Tinh uy, Poan PBQH&HDND, UBND tinh;
- Céc sd, ban, nganh; Hoi, doan thé tinh;
- UBND cac huyén, thi xa, thanh phé;
- B4o Quang Ngii, Dai Phat thanh va Truyén hinh tinh;
- Phong An ninh mang va phong, chong toi pham st dung
cong ngh¢ cao - Cong an tinh;
- UBND cac xa, phuong, thi tran.

Theo canh bao cua Cuc An toan thong tin tai Cong van s6 2035/CATTT-
NCSC ngay 14/12/2022 vé 16 hong bao mat anh huong Cao va Nghiém trong
trong cac san pham Microsoft cong bd thang 12/2022; S& Thong tin va Truyén
thong dé nghi lanh dao cac co quan, don vi chi dao thuc hién mot s6 bién phap
sau dé han ché cac rai ro vé nguy co mét an toan thong tin:

1. Kiém tra, ra soat may chu, may tram c6 st dung hé diéu hanh Windows
dé phat hién va xu 1y kip thoi cac may chi ¢6 kha nang bi anh hudng boi cac 16
hong bao mat sau:

- L5 hong bao mat CVE-2022-44698 trong Windows SmartScreen cho phép
d6i tugng tan cong thuc hién tdn cong vuot qua co ché bao mat. Ld hong nay dang
bi khai thac trong thuc té.

- L3 hong bao mat CVE-2022-41076 trong PowerShell cho phép dbi tuong
tan cong thuc thi md tir xa. Ld hong nay anh huong dén nhiéu san phim nhu:
Microsoft Exchange Server, Skype for Business Server,...

- LS héng bao mat CVE-2022-44713 trong Microsoft Outlook for Mac cho
phép doi tugng tan cong thuc hién tan cong gia mao (spoofing).

- Lo héng bao mat CVE-2022-44699 trong Azure Network Watcher Agent
cho phép doi tuong tan cong thuc hi¢n tan cong vuot qua co ché bao mat.

- Lo hong CVE-2022-44710 trong DirectX Graphics Kernel cho phép doi
tuong tan cong thue hién nang cao dac quyén. L héng nay da c6 ma khai thac
dugc cong bd rong rai trén Internet.

- 02 16 hong bao mat CVE-2022-44690, CVE-2022-44693 trong Microsoft
SharePoint Server cho phép doi tuong tan cong thuc thi ma tir xa.

- 02 15 hong bao mat CVE-2022-44678, CVE-2022-44681 trong Windows
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Print Spooler cho phép ddi tuong tan cong thuc hién nang cao dic quyén.

- 02 16 hdng bao mat CVE-2022-44708, CVE-2022-41115 trong Microsoft
Edge (Chromium-based) cho phép ddi twong tin cong thuc hién ning cao dic
quyén.

- L3 hong bao mat CVE-2022-44673 trong Windows Client Server Run-Time
Subsystem (CSRSS) cho phep d6i twong tan cong thuc hién nang cao dic quyen
(tham khao thong tin 16 hong va cdch khdic phuc tai Phu luc Théng tin vé 16
héng bao mdt kém theo Céng vin nay).

2. Khi phat hién cac hé théng c6 biéu hién bi khai thac, tan cong mang,
trién khai ngay cac bién phap xir ly ngan chan tan cong trén hé théng va thong
bao vé Poi ung ctu sy ¢O an toan thong tin mang tinh Quang Ngai dé co cac
bién phép hd trg, xir 1y kip thoi.

pé nghi 1anh dao cac co quan, don vi quan tam chi dao thuc hién./.

Noi nhin: KT. GIAM POC
- Nhu trén;
- Cuc An toan thong tin (bao cao);
- Phong VH&TT céc huyén, thi x4, thanh phd;
- Thanh vién Doi ung ctru sy cd ATTT mang tinh;
-S6 TT&TT: Lanh dao So,
cac phong chuyén mén, TT CNTT&TT;
- Luu: VT, BCVT&CNTT.

P6 Quang Nghia
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PHU LUC
THONG TIN VE CAC LO HONG BAO MAT TRONG MICROSOFT
(Kém theo Cong van s6  ISTTTT-BCVT&CNTT ngay 15/12/2022 ciia S
Théng tin va Truyén thong)
1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
- Piém: CVSS: 5.4
- M6 ta: 156 hong trong
Windows  SmartScreen
CI}O phep d(.)f m?ng Atan https://msrc.microsoft.
cong thuc hién tan cong com/undate-
1 | CVE-2022-44698 | vuot qua co ché bio mat. | oo update:

L3 hong nay dang bj khai
thac trong thuc té.
- Anh huéng: Windows
10/11, Windows Server
2016/2019/2022.

guide/vulnerability/CV
E-2022-44698

- biém CVSS: 8.5 (Cao)
- M6 ta: 16 hong trong
PowerShell cho phép doi
tuong tan cong thyc thi
ma tur xa.

https://msrc.microsoft.
com/update-

2| CVE-2022-41076 | "4 ) hueng: Windows | guide/vulnerability/CV

7/8.1/10/11,  Windows | E-2022-41076

Server

2008/2012/2016/2019/20

22, PowerShell 7.2/7.3.

- Piém CVSS: 7.5 (Cao)

- M6 ta: 16 hong trong

Microsoft Outlook for

Mac cho phép dbi twong | https://msrc.microsoft.
3 | CVE-2022-44713 téAn cér}g thuc hién tin com/update- N

cong gia mao (spoofing). | guide/vulnerability/CV

- Anh huéng: Microsoft | E-2022-44713

Office 2019 for Mac,

Office LTSC for Mac

2021.

- Diém CVSS: 5.5

- M6 ta: 10 hong trong _ .

Azure Network Watcher https/.//n;src.mlcrosoft.
4 | CVE-2022-44699 | Agent cho phép dbi tugng | SO uPdaLe:

tan cong thuc hién tan
cong vuot qua co ché bao
mat.

guide/vulnerability/CV
E-2022-44699
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STT

CVE

Mo ta

Link tham khao

- Anh hudng: Azure
Network Watcher Vm
Extension.

CVE-2022-44710

- Piém CVSS: 7.8 (Cao)
- M6 ta: 16 hong trong
DirectX Graphics Kernel
cho phép d6i tuong tin
cong thuc hién nang cao
dic quyén. Ld hong nay
da c6 ma khai thac duoc
cong bd rong rai trén
Internet.

- Anh hudng: Windows
11,

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44710

CVE-2022-44678,
CVE-2022-44681

- biém CVSS: 8.8 (Cao)
- M6 ta: 16 hong trong
Windows Print Spooler
cho phép d6i tuong tin
cong thuc hi¢n nang cao
dic quyén.

- Anh huéng: Windows
7/8.1/10/11,  Windows
Server
2008/2012/2016/2019.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44678
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44681

CVE-2022-44690,
CVE-2022-44693

- biém CVSS: 8.8 (Cao)

- Mo ta: trong Microsoft
SharePoint  Server cho
phép d6i tuong tin cong
thuc thi ma tir xa.

- Anh huong: Microsoft
SharePoint Server 2019,
SharePoint  Foundation
2013, SharePoint
Enterprise Server
2013/2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44690
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44693

CVE-2022-44708,
CVE-2022-41115

- biém CVSS: 8.3 (Cao)
- M6 ta: Lo hong trong
Microsoft Edge
(Chromium-based) cho
phép d6i tuong tin cong
thuc hi¢n nang cao dac
quyeén.

- Anh huong: Microsoft
Edge

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-44708
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-41115
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STT CVE Mo ta Link tham khao

- Piém CVSS: 7.0 (Cao)

- M6 ta: Ld hong trong

Windows Client Server

Run-Time Subsystem | https://msrc.microsoft.
o | CVE-2022-44673 | (CSRSS) cho phép dbi | com/update-

tuong tan cong thuc hién
nang cao dic quyén.

- Anh huéng: Windows
7/8.1/10, Windows
Server 2008.

guide/vulnerability/CV
E-2022-44673

2. Huéng din khic phuc

Bién phép tot nhat dé khic phuc 1a cip nhat ban va cho céac 16 hong bao mat

néi trén theo hudng dan cia hiang. Quy don vi tham khdo cac ban cap nhat phu
hop cho cac san pham dang st dung tai link ngudn tham khdo tai muc 1 ctia phu

luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-quide/en-us

https://www.zerodayinitiative.com/blog/2022/12/13/the-december-2022-

security-update-review
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