UBND HUYEN BINH SON CONG HOA XA HOI CHU NGHIA VIET NAM
PHONG VAN HOA VA THONG TIN Poc lap - Ty do - Hanh phic

S6:215 /VHTT-CNTT Binh Son, ngay /5 thang 8 ndam 2022

VIV canh béo 15 hdng bao mat anh hudng
cao trong cac san pham Microsoft
cong bo thang 8/2022

Kinh gui:
- Cac phong, ban, nganh thudc huyén;
- UBND c4c x4, thi tran.

Thyc hién Cong vén sb 1138/STTTT BCVT&CNTT ngay 15/8/2022 cua
S& Thong tin va Truyen thong vé viéc canh bao 16 hong bio mét anh hudng cao
trong cac san pham Microsoft cong bd thang 8/2022 va canh bio ctia Cyc An toan
thong tin tai Cong van sb 1221/CATTT-NCSC ngay 10/8/2022 vé 15 héng bao
mat anh huong Cao va Nghiém trong trong céc san pham Microsoft cong b
thang 8/2022; Phong Van hoa va Thong tin huyén dé nghi lanh dao cac co quan,
don vi chi dao thyc hién mot s6 bién phap sau dé han ché céc rii ro vé nguy co
mét an toan thong tin:

7 1. Kiém tra, ra soat may chu, may tram c6 st dung hé diéu hanh Window§
dé phat hién va xu Iy kip thoi cac may chi c¢6 kha néng bi anh hudng boi cac 16
hong bdo mat sau:

- L) hong bao mat CVE-2022-34713 trong Microsoft Windows Support

Diagnostic Tool (MSDT) cho phép d6itugng tan cong thuc thi mi tir xa. Ld hong
nay dang dugc khai thac rdng rai trén Internet.

- 04 16 hong bao mat CVE-2022-21980, CVE-2022-24477, CVE-2022-
24516, CVE-2022-30134 trong MicrosoftExchange Server cho phép d6i tuong
tan cong thu thap thong tin va thuc hién leo thang dac quyén.

- L hpng bao mat CVE-2022-35804 trong SMB Client and Server cho phép
doituong tan cong thuc thi ma tir xa trén phién ban Windows 11.

- L3 hong bao mat CVE-2022-34715 trong Windows Network File System
cho phép doituong tan cong chua xac thyuc co6 thé thyce thi ma tir xa.

- Lf) hong bao mat CVE-2022-35742 trong Microsoft Outlook cho phép dbi
tuong tan cong thyce hién tan cong tir chdidich vu (tham khao thong tin 16 hong va
cach khac phuc tai Phu luc Thong tin vé l6 hong bao mat kem theo Cong van
nay).

2. Khi phat hién cic hé thdng co biéu hién bi khai thac, tAn cong mang,
trién khai ngay cac bién phap xu Iy ngan chan tn cong trén hé thong va thong

béo vé Poi ung ctru sy ¢6 an toan thong tin mang tinh Quang Ngai dé co cac
bién phap hd trg, xir Iy kip thoi.
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bé nghi 1anh dao céc co quan, don vi quan tdm chi dao thuc hién./.
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cua Phong Van oThong tin)
1. Thong tin cac 16 hong biao mat

STT

CVE

Mo ta

Link tham khao

CVE-2022-34713

- biém CVSS: 7.8 (Cao)
- L3 hong trong Microsoft
Windows Support
Diagnostic Tool (MSDT)
cho phép dbi tuong tin
cong thyc thi ma tur xa.

- Anh huéng: Windows
7/8.1/10/11, Windows
Server 2008/2012.

https://msrc.microsoft.

com/update-
guide/vulnerability/CV

E-2022-34713

CVE-2022-21980
CVE-2022-24477
CVE-2022-24516
CVE-2022-30134

- Piém CVSS: 8.0 (Cao)
- L3 hong trong Microsoft
Exchange Server cho phép
dbi tuong tan cong thu
thap thong tin va thuc hién
leo thang dic quyén.

- Anh hudng: Microsoft
Exchange Server
2013/2016/2019.

https://msrc.microsoft.

com/update-
guide/vulnerability/CV

E-2022-21980
https://msrc.microsoft.

com/update-
guide/vulnerability/CV

E-2022-24477
https://msrc.microsoft.

com/update-
quide/vulnerability/CV

E-2022-24516
https://msrc.microsoft.

com/update-
guide/vulnerability/CV

E-2022-30134

CVE-2022-35804

- biem CVSS: 8.8 (Cao)

- Ld hong trong SMB
Client and Server cho
phép d6i tuong tan cong
chua xéc thuc c6 thé thuc
thi ma tir xa.

- Anh huéng: Windows
11.

https://msrc.microsoft.

com/update-
guide/vulnerability/CV

E-2022-35804



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34713
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34713
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34713
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34713
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21980
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24516
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STT CVE Mo ta Link tham khio
- biém CVSS: 938
(Nghiém trong)
- L6 hong trong Windows _ :
Network File System cho Egrpnslﬁl rng[g._mlcrosoft.
4 | CVE-2022-34715 | phép dbi tuong tin cong | ovoncdies
. A guide/vulnerability/CV
chuaxac thuc co6 thé thuc
N E-2022-34715
thi ma tur xa.
- Anh huong: Windows
Server 2022.
- biém CVSS: 7.5 (Cao)
- L0 hong trong Microsoft
Outlook cho phép doi
tuong tan cong thuc hién https://msrc.microsoft.
5 CVE-2022-35742 tan cong tir choidichvy. | com/update-

- Anh hudng: Microsoft
Outlook 2012/2016,
Microsoft Office LTSC
2021/2019, Microsoft
365 Apps.

quide/vulnerability/CV
E-2022-35742

2. Huéng din khic phuc

Bién phap t6t nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong bao mat

noi trén theo hudng din cuahing. Quy don vi tham khao céc ban cap nhat phu hop
cho cac san pham dang str dung tai link ngudn tham khao tai muc 1 cta Phu luc.

3. Taili¢u tham khao

https://msrc.microsoft.com/update-quide/releaseNote/2022-Aug

https://www.zerodayinitiative.com/blog/2022/8/9/the -august-2022-

security-update-review
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