 UBND HUYEN BINH SON CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG VAN HOA VA THONG TIN Poc lap - Tu do - Hanh phic

S6: 195 /VHTT-CNTT Binh Son, ngay 79 thang 7 ndam 2022

VIV canh béo 15 hong bao mét anh hudng
cao trong cac san pham Microsoft cong
bo thang 7/2022

Kinh gtri:
- Cac phong, ban, nganh thudc huyén;
- UBND caéc x4, thi tran.

Thuc hién Cong van s 1000/STTTT-BCVT&CNTT ngay 18/7/2022 cia
S& Thong tin va Truyén thong vé viée canh béo 15 héng bao mat anh hudéng cao
trong cac san pham Microsoft cong bd thang 7/2022 va canh bo ctia Cuc An toan
thong tin tai Cong van sé 1071/CATTT-NCSC ngay 15/7/2022 vé 16 hong bao
mat ¢c6 muc anh hudng Cao trong cac san phém Microsoft céng bd thang
7/2022; Phong Van hoa va Thong tin huyén dé nghi lanh dao cac co quan, don
vi chi dao thuc hién mot sb bién phap sau dé han ché cac rii ro vé nguy co mat
an toan thong tin:

7 1. Kiém tra, ra soat may chu, may tram c6 st dung hé diéu hanh Wind0w§
dé phat hién va xu ly kip thoi cac may chu c6 kha nang bi anh huong boi cac 16
hong bao mat sau:

- LS hong bao mat CVE-2022-22047 trong Windows Client Server Run-
Time Subsystem cho phép doi tugng tan cong thuc hién leo thang dac quyén.

- L6 hong bao mat CVE-2022-30216 trong Windows Server Service cho
phép ddi tuong tan cong cai chimg chi gia mao ddc hai 1én may chu muc tiéu tir
d6 co thé thuc hién cac dang tin cong khac bao gdm tin cong chiém quyén diéu
khién.

- L3 hong bao mat CVE-2022-22038 trong Remote Procedure Call
Runtime cho phép d6i tugng tdn cong khéng can xéac thuc co thé thuc thi ma tir
xa.

- 02 L3 hdéng bao mat CVE-2022-22029, CVE-2022-22039 trong
Windows Network File System cho phép doi tugng tan cong khong can xac thuc
co thé thuc thi ma tir xa.

- 04 16 hong bao mat CVE-2022-22022, CVE-2022-22041, CVE-2022-
30206, CVE-2022-30226 trong Windows Print Spooler cho phép d6i tugng tan
cong thyc hién tan cong leo thang dic quyén. Khai thac thanh céng, CVE-2022-
22041 va CVE-2022-3026 cho phép ddi tugng tan cong chiém quyén diéu khién
hé théng; CVE-2022-22022 va CVE-2022-30226 chi cho phép dbi tuong tan
cong xo0a tep tuy y trén hé théng muc tiéu (tham khao thong tin 16 hong va cach
khdc phuc tai Phu luc Théng tin vé 16 hong bdao mdt kém theo Cong vin nay).
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2. Khi phat hién cac hé thong c6 bicu hién bi khai thic, tin cong mang,
trién khai ngay cac bién phap xur ly ngan chan tan cong trén hé théng va thong

bao vé Doi ung ciru sy ¢o an toan thong tin mang tinh Quang Ngai dé co cac
bién phép hd tro, xir Iy kip thoi.

bé nghi 1anh dao cac co quan, don vi quan tam chi dao thyc hién./.

Noi nhan:

- Nhu trén;

- UBND huyén (bdo cdo);
-PVHTT: TP, PTP, CVIT,;
- Luu: VT.

4
Huynh Kim Ngan



THONG TIN VE CAC LO Ht
(Kem theo Cong van so 795/NVHTT-

i THONGTIN /<)

va Théng tm)

1. Thong tin cac 16 hong bao mat

AOA JAT TRONG MICROSOFT

STT CVE

Mo ta

Link tham khao

1 | CVE-2022-22047

- Piém CVSS: 7.8 (Cao)
- L& héng trong Windows
Client Server Run-Time
Subsystem cho phép ddi
tuong tan cong thuyc hién
leo thang dic quyén.

- Anh hudng: Windows
7/8.1/10/11.  Windows
Server 2008/2012,

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-22047

2 | CVE-2022-30216

- Piém CVSS: 8.8 (Cao)
- L6 hong trong Windows
Server Service cho phép
d6i twong tin cong cai
chung chi gia mao ddc hai
Ién may chu muc ti€u tu
do co thé thuc hi¢n cac
dang tan cong khac bao
gom tin cong chiém
quyén diéu khién.

- Anh hudng: Windows
10/11, Windows Server.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30216

3 | CVE-2022-22029

- Piém CVSS: 8.1 (Cao)
- L3 hong trong trong
Windows Network File
System cho phép dbi
tuong tin cong khong can
xac thuc c6 thé thuc thi
ma tu xa.

- Anh huong: Windows
Server
2008/2012/2016/2019/20
22.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-22029
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30216
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30216
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4

STT

CVE

Mo ta

Link tham khao

CVE-2022-22039

- Piém CVSS: 7.5 (Cao)
- L3 hong trong trong
Windows Network File
System cho phép dbi
tuong tin cong khong can
x4c thuc co thé thuc thi
ma tu xa.

- Anh hudéng: Windows
Server
2008/2012/2016/2019/20
22.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2022-22039

- Piém CVSS: 8.1 (Cao)
- L3 hong trong trong
Remote Procedure Call
Runtime cho phép ddi
tuong tan cong khong can

https://msrc.microsoft.
com/update-

> | CVE-2022-22038 | 4 thuc ¢6 thé thuc thi | quide/vulnerability/CV
ma tir xa. E-2022-22038
- Anh hudng: Windows
8.1/10/11, Windows
Server 2012/2016/20109.
- Diém CVSS: 7.8 (Cao)
- L hong trong Windows
Print Sp;O Olef cho phep (.if) "| https:/msrc.microsoft.
tuong tan cong thuc hién com/undate-
6 | CVE-2022-30206 |tan cong leo thang dac COmApadle:
quyén, quide/vulnerability/CV
- Anh huong: Windows E-2022-30206
7/8.1/10, Windows Server
2008/2012/2019/2022.
-Piém CVSS: 7.1 (Cao)
- L3 hong trong Windows
Print Spooler cho phép ddi
tuong tin cong thuc hién | https:/msrc.microsoft.
2 | evE-2022-22022 tin cong leo thang didc | com/update-guide/en-

quyeén.
- Anh huong: Windows
7/8.1/10/11, Windows
Server

2008/2016/2019/2022.

US/vulnerability/CVE-
2022-22022



https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-22039
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-22039
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30206
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30206
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30206
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30206
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-22022
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-22022
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-22022
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-22022
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STT CVE

Mo ta

Link tham khao

8 | CVE-2022-30226

- Piém CVSS: 7.1 (Cao)

- L& hong trong Windows
Print Spooler cho phép ddi
tuong tan cong thyc hién
tin coéng leo thang dic
quyén.

- Anh huong: Windows
7/8.1/10/12, Windows
Server
2008/2012/2019/2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-30226

9 | CVE-2022-22041

- biém CVSS: 6.8 (Cao)

- L& hong trong Windows
Print Spooler cho phép ddi
tuong tan cong thyc hi¢n
tin cong leo thang dic
quyeén.

- Anh huoéng: Windows
8.1/10, Windows Server
2012/2016/2019/2022.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/ CVE-
2022-22041

2. Huéng dan khic phuc

Bién phép tot nhat dé khac phuc 1a cap nhat ban va cho céac 16 hong bao mat
noi trén theo hudng dan cua hang. Quy don vi tham khéo cac ban cap nhat phu
hop cho cac san pham dang sir dung tai link nguén tham khéo tai muc 1 cua phu

luc.

3. Tai li€éu tham khao

https://msrc.microsoft.com/update-quide/releaseNote/2022-Jul

https://www.zerodayinitiative.com/blog/2022/7/12/the-july-2022-security-

update-review
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