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TH6NG BAO
Cinh b6o l5 h6ng bio m$t CyE-2022-1388 6nh huong

nghiGm trgng trong sin ph6m BIG-IP

Theo <tC nghi cia Sd Th6ng tin vh Truydn thdng t4i C6ng vdn sii
602ISTTTT-BCVT&CNTT ngiry 09/512022 v6 viQc Canh b6o 16 h6ng bio mflt
CyE-2022-1388 inh huong nghi6m trqng trong san phdm BIG-IP;

SO Gi6o duc vd Ddo tao th6ng b6o diln c6c don v!, co sd girio dgc ki6m tra,
ri so6t tIiS pb6t hi6n vi xri lf kfp thoi cdc hQ thi5ng th6ng tin c6 khd ning bi Anh

huone boi 16 hdng bdo mQt CYE-2022-1388 trong san phdm BIG-IP. (Kdm theo
Phqt luc C6ng vdn s6 602/STTIT-BCYT&CNTT ngdy 09/5/2022 cia Sd Th6ng
tin vd Truy€n thdng).

Khi ph5t hiQn cric hC th6ng c6 bi,5u hiQn b! khai th6c, dn c6ng mang, tritin
khai ngay c6c biQn phrip xt lf ngnn ch{n t5n c6ng tr6n hQ thiing vd th6ng b6o v6
Vdn phdng S0 Gi6o dgc vir Edo t4o dC phi5i hq,p DQi img criu sU c5 an toem

th6ng tin m4ng tinh Quang NgEi c6 c6c biQn ph6p h5 trg, xri lf kip thoi.

Y6u ciu l6nh d4o c6c ilon vi quan tdm chi tlao thVc hi€n./.
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- Don v! trgc thuQc Sd GDDT;
- Phdng GDDT huyQn, thi xa, thanh ph6;
- Trung tim GDNN-GDTX huy6,n, thi x6;
- Linh dao Sd GDDT;
- Cic phdng thuQc Sd GDDT;
- Luu: VT, VP, ndh.
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1. Th6ng tin

Trt tltet1 th6ng)
D

io mit
- M6 ti: I-6 h6ng tdn tai trong BIG-IP iControl REST cho ph6p tl6i tuong

tdn c6ng kh6ng cin xic thuc c6 th6 thuc thi lenh tuv 1i, chiiim quy6n diAu khi6n
he th6ng.

- Di6m CVSS: 9.8 (Nghi6m trong).

- Anh hudng:

2. Ilu6mg din khic phBc

BiQn phrip ttit nh6t a6 ruric phuc li c6p nh6t bin v6 cho c6c 16 hdng bao m6t
n6i tr6n theo hudmg din cua hing. Qui'tlon vi tham khio c6c brin cip nhat pht
hqp cho c5c sin phim tlang st dqng t?i mpc I cta phu luc.

Trong trutmg hOrp 9hr1a th6 cap nh6t bin.vri, Qui don vi cin thgc hiQn c6c
bu<ic khic phuc thav thd tl6 giam nguv co bi tin c6ng nhu sau:

2.f . Ch4n quy6n truy c$p iControl REST thdng qua tlia chi IP

Thav d6i cdi <lit Port Lockdown. thd.urh Allow None cho tung ttia chi IP
ri6ng tr6n h6 th6ng.Trong trudng hqrp cen phii mg bit lci'c6ng nio, quin tri vi6n
n6n sri firng tuy chen Allow Custom (chri,i tI6 kh6ng cho ph6p truy cgp vio
iControl REST).

Lm j.1: Yi€c thUc hi€n hinh tlgng niv sE ngin chan tit ci quyAn truy c{p
viro Co.nfiguration utility vi iControl REST th6ng qua dla chi IP ri6ng. Nh&ng
thayd6i nAy crlng c6 th6 rinh hudng tl6n c6c dich vu kh6c, bao g6m ci viQc phi
vd c6u hinh High Availability (HA).

2.2. Ch4n quyin truy cip iControl REST thdng qua giao diQn quin g
Quin tri vi€n ndn han ch6 quvdn truy c{p vio giao dign quin g aiii voi

nhring nguoi dring vi thiiit bi ding tin cav. D€ biiSt th6m th6ng tin vA iech dern
bio quy6n tru cdp vio h6 th6ng th6ng tin BIG-IP, tham khio tai:
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Sin phAm Phi6n bin Phi6n bin bi inh
hu&ng

Bin vri

BIG-IP (all
modules)

17.x None 17.0.0

l6.x t6.t.2.2
l5.x 15.1.0 - 15.1.5 15.1.5.1
l4.x 14.I.0 - 14.1.4 t4.t.4.6
13.x 13.1.0 - l-3.t.zl t 3. t.5
L2.x 12.1.0- 12.t.6 Kh6ng h6 trg
I l.x 11.6.1 - 11.6.5 Kh6ng h6 trq

16.1.0- 16.1.2
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Lm j: YiQc han chiS quy6n ruv cdp vio giao di6n quin li bnng itia chi IP
troag httpd kh6ng phii li mQt bi€n phrip khnc phuc khi thi.

2.3. Sria a6i ciu hinh BrG-IP httpd

Odi voi cdc phi€n bdn BIG-IP 14.1.0 tro l6n, BIG-IP 14.0.0 h'A vi ruoc,
BIG-IP 14.1.0 tt'o rcn:

Buric 1: Deng nhip vio TMOS Shell (tmsh) cria hQ th6ng BIG-IP beng

l6nh sau:

tmsh

Burl,c 2: Mo c6u hinh httpd tt6 chinh sua bing cSch nhip l€nh sau:

edit /sys httpd all-properties

Bntrc 3: Xic tlinh ddng lOnh bit tt6u voi include none vi thay th6 none v<ii
doan sau:

"<If \"o/o{[ITTP:connection] - " /close/i \">
RequestHeader set coonection close
<r'ID
<EIseIf \"7o {HTTP:connection} - /keep-alive/i \">
RequestHeader set conuection keep-alive
</ElseIf>
<Else>

RequestHeader set connection close
</Else>"

Buric 4: Sau khi cdp nhap l€nh include, su dgng phim ESC tI6 thoit khoi
ch6 dQ tuong tic cta trinh soan thio, cu5i ctng luu c6c thay aai Uang lenh sau:

:wq

Buric 5: T?i Save changes (ylnle). chgn y <16 luu c6c thay tl6i.

Burfc 6: Lrru ciu hinh BIG-IP bing c6ch nhdn l€nh:

save /sys config

Oiii vri"i phi6n ban BIG-IP 14.0.0 tro vi tnr6c:

Buric 1: EAng nhip vio TMOS Shell (tmsh) cria h0 th6ng BIG-IP beog
l6nh sau:

tmslr
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Bu6c 2: M& c6u hinh httpd d6 chinh sria bing c6ch nh6p l6.nh sau:
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edit /sys httpd all-properties

Buric 3: Xric tlinh dong lQnh bit ttiu v<!,i include none vi thay thri none voi
doan sau:

"RequestHeader set connection close"

, Buri,c 4: Sau khi c6p nh6p lQnh include, st dung phim ESC d6 tho;it khoi
ch6 dQ tuong tic cua trinh soan thao, cu6i ctng lrru c6c thay tl6i bang l€nh sau:

Buric 5: TAi Save changes (yln/e). chgn y tlti hru cic thay rt6i.

Brni,c 6: Luu ciu hinh BIG-IP bnne cich nh^in l6nh:

save /

3. Tii li6u tham khio
https://suooort.f5. corn/csp/artic I eiK23 6O 5 3 46
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