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THONGBAo
Cinh b6o l5 tr6ng b6o mit 6nh hu0ng Cao vir Nghi6m trgng

" .7trong c6c sin phAm Microsoft c6ng b6 thing 512022

Theo dC nghi cria Sd Th6ng tin vi TruyEn th6ng t4i C6ng vIn s5
624ISTTT"I-BCVT&CNTT ngiry 13/5/2022 vd vi6c cd,nh b6o 16 h6ng b6o mflt
6nh huong Cao vir Nghi6m trong trong c6c sin phim Microsoft c6ng b6 thring
512022;

Sd Gi6o dr,rc vd Dio t4o th6ng b6o <l5n c6c tlon vi, co sd gi6o dgc ki6m tra,
rd so6t dii p!6ttrien vi xt lf kip thdi c5c hQ.thring th6ng tin c6 khi n6ng b! 6nh
hu&ng b<ri 16 h6ng b6o m4t trong ciic sdn phdm Microsoft c6ng bO thing 512022.
(Kim theo C6ng .vdn sd 624/STTTT-BCW&CNTT ngay 13/5/2022 cila Sd
Th6ng tin vd TruyAn th6ng).

YEu cAu 16nh dao ciic don vi quan tdm chi tl4o thUc hi€n./.
NoinhQn: TL. GIAMDIC

KT. CIIANH VAN PHONG
PHO CHANH VAN PHONG

rirc Huin

I]B}.DTiMIQUANGNGqI
socrAoDU.cvAEAorao

- Don vi tr.uc thuQc Sd GDDT;
- Phdng GDDT huy6n, thi xe, thanh ph5;
- Trung tam GDNN-GDTX huyQn, thi xa;
- Ldnh il4o So GDDT;
- C6c phdng thuQc 36 GDDT;
- Luu: VT, VP, ndh.
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UBNDTINHqIAI.IGNGAI
so ur6Nc rmr vA rnt.n&r m&rc

co. xc noaxA no. r cnu xmi,l,wrl,{ANr
DSc Bp - Tgdo - Ilanh phttc

s6624 isrrrr-BCvr&cNTT
V/v cAnh b6o 1O h,5ng bdo nrit ilh huolg
Cao vir Nprhi6rn h'gng trong chc sdn phAu

Microsoft cdng b6 thang 5/2022

Quang Ngdi, ngq,lthdng 5 ndm 2022

Kinh gui:

- Vin phong: Tinh ty, Doin DBQH&HEND, UBND tinh;
- C6c sd, ban, nginh; HOi, tloan the tinh;
- LIBND cic huv6n, thi x6, thinh phii;
- Brio Quing Ngni, Dii Ph,it thanh vi Truy6n hinh tinh;
- Phdng An ninh mang vir phdng, ch6ng tQi ph4m sri dlmg

c6ng nghg cao - C6ng an tinh.

Theo cinh bilo cria Cuc An toan th6ng tin qi C6ng virr- si: 674|CATTT-
NCSC ngiy lll5i2122 vA vigc l5 h6ng bno mit inh huong Cao vi Nghi6m trqng

trong cic sin phim Microsoft c6ng b6 thioLg 512022 So Th6ng tin vi-Truvdn
th6ng.d6 nghi.linh tlao c6c co quan, ttcm vi chi dao thuc hi€n m6t s6 biQn phrip

sau d6 han ch€ c6c rui ro v6 nguv co mit an toin th6ng tin:

l. Ki6m tra, ri soit miy cht, mdv tram c6 su dgng h€ diAu hinh Windows
dii phnt hi-en vi xt ly klp thoi cic miy chri c6 khi ning bi inh huong boi c6,c 16

h6ng bio mf,t sau:

- I-5 h6ng bio mdt CYE-2022-26925 trong Windorvs LSA cho ph6p tl6i
tuqng tdn cOng khOng cin xdc thuc co th6 thuc hi€n tin c6ng gii mao spoofing).

Trong thyc tii, t5 tr6ng niy dang duo.c sir dqngtiSt hqp vdiNTLM relay attack'

tu tt6 girip d6i tuqng tin c6ng ndng cao dic quy6n trong h9 th6ng mgc ti€u.

- I-6 h.lng bio mit C\"8-2022-26937 trong Windows Nenvork File System

cho ph6p tl6i tuqng tin c6ng thgc thi mi tu xa.

- L6 h6ng bio mtt CVE-2022-29972 trotg Magnitude Simba Amazon

Redshift ODBC Driver cho phep ittii tuong thuc thi mi tu xa.

- I-6_ h6ng. bio. m6t C\ry,-2022-269.21^ tro^ng Activ-e Directory Domain

Services cho ph6p d6i tuong tdn c6ng thuc hi€n ning cao dflc quy6n.

- I-6 h6ng bio mit CVE-2022-21978 trong Microsoft Exchange Server cho

ph6p tt6i t rq"E t6n c6ng thlrc hign n6ng cao tlic quvAn.

- I-5 h6ng bao m6t CVE-2022-22017 trong Remote Desktop Protocol

Client cho plep aOi tuqng tin c6ng thlrc thi mi tu xa.

- I-6 tr6ng bio m6t C\ry.-2022-2g110 trong Microsoft Excel cho ph6p di5i

tuqng tin c6ng thuc thi mi nr xa.
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- I.6 fr.ing bio m6t CYE-2022-29108 trong Microsoft SharePoint Server
cho ph6p tti5i tuqng tin c6ng thyc thi mi tu xa.

. Diy li cric 16 h6ng nguy hi6m /cd mtc dnh hrcng NghiAn h'ong,vd Cao).
cin thgc hi€n cdp nhat ban v6 kip thoi tl6 trrinh nguy co bf tdn c6ng <I6i v<ii cdc
thiiit bi b! inh huong theo hu<ing din cria Microsoft (tham khao thdng tin 16

h6ng t'd cdch khiic phtlc tai Phu luc Th6ng tin ,i td niing bao mQt kdm theo
C6ngrdn nd-v-).

. 2. Khi ph6t hign cric hQ thiing c6 bi6u hi6n bi khai th6c, fin.c6ng m4og,
tri6n khai ngay c6c biQn ph6p xu I'i ngnn chan t6n c6ng tr6n h0 th6ng vi th6ng
Urio vA O6i irng ciru sU c5 an toan th6ng tin m4ng tinh Quing Ngii d6 c6 cr{c

bien phip h5 trq, xu li kip thdi.

DA nghi linh <tao c6c co quan, tlon v! quan tAm chi <lao thuc hi6n.i.

Noi nhQnz
- Nhu tr6n:
- Phdog \:H&TT c6c llry€n. thi xi. thinh ph6:
- Thiurh vien DQi tmg ciru su c6 ATTT rmug tir r:
- So TT&TT: Lnnh dao So.
aic phdng chuy6n m6n. TT CNTI&TT:

- Luu: !-T. BCVT&CNTT.
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PHL.T LqC
THONG TrNvE cAc LO HoNGBAoMAT TRoNGMrcRosoFT

(K,im theo C6ng tdn sii ISTTTT-BCWaCNTT ngdv i5i2022 cia So Thdng
tin Yd hry,in th6ng)

1. Th6ng tin c6c 6 n6ng b6o m{t

TT C\'E tr6 rA Linktham kh6o

I cvE-2022-26925

- Di6rn CVSS: 9.8 (Nghi6m trong)
- I-6 h6ng fiong Windorvs LSA cho
phep tl6i tugng tin c6ng kh6ng cin
x6c thuc c6 th€ thuc hi€n t6n c6og
gii m4o (spoofing) k6t hq/p vcri

NTLM relayattack tu tl6 ning cao

dnc qu-_ven trong hQ th6ng mlrc ti€u.
- Anh hu,&ng: Windows
7l8.llLOlll, Windows Server
2022 / 20 19 I 20 | 6 I 20 t2 I 2008.

2 cvE-2022-26923

- Di6m CVSS: 8.8 (Cao)
- I-6 h6ng trong Active Directory
Dornain Serv'ices cho ph6p tl6i
tuqng t+ c6ng thlrc hi€.n n6ng cao

tlic quy6n.
- Anh huong: \Mindorvs 8.1/10/ll,
Windorvs Server
2012120161201912022.

cvE-2022-26937

- Di6m CVSS: 9.8 (Nghi€m trqng)
- L6 h6ng trong Windows Netrvork
File System cho ph6p d6i tuqng tin
c6ng thuc thi mi tt xa.
- Anh hu&ng: Windorvs Server
2008 I 20 I 2 I 20 I 6 I 20 19 I 2022.

https:l/msrc.micros
oft.co ate id
e;ltlnerability
cvE-2022-?6937

4 cvE-2022-29972

https:/lmsrc.micros ]

ft.com/u date id
e/qrlnerabilitylCV
-2022-29972
https:l/msrcblog.icr
osoft.com/2022105i
09/r.ulnerabilitmiti
gated-in-the-
thirdpafi-data-
connectorused-in-
azure-
synapsepipelines-
and-azuredata-

J

https:l,rmsrc.micros
oft.conlupdate-
guidelenUSivulner
abiliVCVE-2022-
26925

https:/lmsrc.micros
oft.con/updatesuid
ehulnerability/CV
E-2022-449t

-1

- f6 h6ng trong Magnitude Simba
Amazon Redshift ODBC
Driver cho ph6p diii tuong thgc thi
mi tt xa,



TT CvE N,I6 tA Link tham kh6o

cvE-2022-21978

- Di6m CVSS: 8.2 (Cao)
- L6 h6ng trong Microsoft
Exchange Server cho ph6p tllii
nrong tin c6ng thuc hign ning cao
tlac.quyAn.
- Anh huomg: Windows Server
20t3/20t612019.

6 cYE-2022-22017

- Di€rn CVSS: 8.8 (Cao)
- f5 h6ng trong Remote Desktop
Protocol Client cho phep d6i rugrrg
tin c6ng thuc thi mi tu xa.
- Anh huong: Windorvs I I,
Windows Sewer2O22.

7 cvE-102t-t9t I0

- Di6m CVSS: 7.8 (Cao)
- f6 h6ng tong Microsoft Excel
cho phep tl6i tuqng tin c6ng thgc
thi mi nr xa.
- Anh hu6.rg, MicrosoftOffice Web
Apps Server 2013, Microsoft Excel
2013/20t6.

https://msrc.micros
oft.conr/updateguid
ellulnerabilitv/CV
E-2022-29r l0

8 cvE-2022-29t08

- Di6m CVSS: 7.8 (Cao)
-: . i- L6 h6ng trong Microsoft

SharePoint Server cho ph6p il6i
tuong tAn c6ng thgc thi mi tu xa.
- Anh huong: Microsoft SharePoint
Server 201612019, Microsoft
SharePoint Foundation 20 I 3.

https:li'msrc.micros
oft.cour,'uodatesuid
ehr.rlnerability/CV
E-2022-29108

2. Hurimg din khic phgc

BiQn ph6p t6t nhit a6 Uric phsc ld cap nhdt ban v6 cho cric t6 h6ng b6o m4t
n6i tr6n theo hudmg din cta haog. Q"i'tton vi tham khio c6c bin cap nh6t pht
hqp cho cic sin phAm <Iang st dqng tai link ngu6n tham khio tai muc I cta Phu

luc.

3. Tiri li6u tham khio
https : /,'msrc. microsoft.com/update-zuide/releaseNo te / 2022-May

https:iirr'wrr.zeroda
update-revierv

yinitiative.conr/blo ei2022/5/L0/the-may -2022-security-

4

factow-cve-2022-
29972

https:/imsrc.micros
oft.com/updatesuid
elwlnerabiliVCV
E-2022-2r978

https://msrc.micros
oft.conr/updateguid
eivulnerabilityr'CV
E-2022-220r7
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