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Canh bao 16 héng bio mat anh hudng Cao va Nghiém trgng
trong cac san pham Microsoft cong bd thang 5/2022

Theo dé nghi cia S¢ Théng tin va Truyén théng tai Cong véan so
624/STTTT-BCVT&CNTT ngay 13/5/2022 vé viéc canh bao 16 hong bao mat
anh huong Cao va Nghiém trong trong cac san pham Microsoft cong bo thang
5/2022;

S¢& Giao duc va Dao tao thong bao dén cac don vi, co s& gido duc kiém tra,
ra soat dé phat hién va xir 1y kip thoi cac hé thong théng tin cé kha ning bi anh
hudng bai 16 hdng bao mét trong cac san phdm Microsoft cong b thang 5/2022.
(Kem theo Céng vin sé6 624/STTTT-BCVI&CNTT ngay 13/5/2022 cia So
Théng tin va Truyén théng).

Yéu céu lanh dao cac don vi quan tAm chi dao thuc hién./.

Noi nhin: TL. GIAM POC
=Rl eSO : KT. CHANH VAN PHONG
- Phong GDDT huyén, thi xa, thanh pho; : r - X

- Trung i GDNN-GDTX huyén, thi x& PHO CHANH VAN PHONG
- Lanh dao S& GDDT;

- Cac phong thuge S6 GDDT;

- Luu: VT, VP, ndh.

:) Co quan: Uy ban Nhan dan tinh Quang Ngai



UBND TINH QUANG NGAI CONG HOA XA HOI CHUNGHIA VIET NAM

SO'THONG TIN VA TRUYEN THONG Péc lap - Twrdo - Hanh phic
S6624 /STTTT-BCVT&CNTT Qudng Ngéi, ngay/3hing S nim 2022

V/v canh bao 16 héng bao mat anh hwong
Cao va Nghiém trong trong cac san pham
Microsoft cong bo thang 5/2022

Kinh gui:
- Van phong: Tinh uy, Doan PBQH&HDND, UBND tinh;
- Cac so, ban, nganh; Ho1, doan thé tinh;
- UBND cac huyén, thi xa, thanh pho
- Bao Quang Ngai, Dai Phat thanh va Truven hinh tinh;
- Phong An ninh mang va phong, chdng toi pham sir dung
cong nghé cao - Cong an tinh.

Theo canh bdo cua Cuc An toan thong tin tai Cong van s6 674/CATTT-
NCSC ngay 11/5/2022 vé viéc 15 hong bao mat anh huéng Cao va Nghiém trong
trong cac san pham Microsoft cong bd thang 5/2022; S& Thong tin va Truyén
théng de nghi lanh dao cac co quan, don vi chi dao thuc hién mot sé bién phap
sau dé han ché céc rii ro vé nguy co mat an toan thong tin:

1. Kiém tra, ra soat may chi, may tram c6 st dung hé diéu hanh Windows
de phat hién va xu IV kip thoi cac may chu c6 kha nang bi anh huong boi cac 16
hong bao mat sau:

- Lo héng bao mat CVE-2022-26925 trong Windows LSA cho phép dbi
twong tan cong khong can xéc thuc c6 thé thuc hién tan cong gia mao spoofing).
Trong thuc té, 16 hong nay dang dugc su dung ket hop vé1 NTLM relay attack,
tir 6 gitip d6i tuwong tan cong nang cao dic quyén trong hé théng muc tiéu.

-L& hgng bao mét CVE-2022-26937 trong Windows Network File System
cho phép doi tuong tan cong thuc thi ma tir xa.

- Ld hdéng bao mat CVE-2022-29972 trong Magnitude Simba Amazon
Redshift ODBC Driver cho phép doi twong thuc thi ma tir xa.

- Ld héng bao mat CVE-2022-26923 trong Active Directory Domain
Services cho phép d6i twong tan cong thuc hién ning cao dac quyen.

- Lo héng bao mat CVE-2022- 21978 trong Mlcrosoft Exchange Server cho
phep d6i twong tan cong thuc hién ning cao dic quyén.

- L3 héng bao mat CVE-2022-22017 trong Remote Desktop Protocol
Client cho phép dbi tuong tan cong thuc thi ma tir xa.

- L3 hong bao mat CVE-2022-29110 trong Microsoft Excel cho phép doi
tuong tan cong thuc thi ma tir xa.
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- Lo héng bao mat CVE-2022-29108 trong Microsoft SharePoint Server
cho phép do1 twong tan cong thuce thi ma tir xa.

Pay 1a cac 16 hong nguy hiém (cé mire anh huong Nghiém trong va Cao).
can thue hién cip nhat ban vé kip thoi dé tranh nguy co bi tin cong dbi véi cac
thiét bi bi anh huo'ng theo hudéng dan cua Mlcrosoft (tham khao thong tin 16
héng va cdch khdc phuc tai Phu luc Théng tin vé 16 hong bao mdt kém theo
Cong van nay).

2. Khi phat hién cac hé thong c6 biéu hién b1 khai théc, tan cong mang,
trién khai ngay cac bién phap xir 1y ngan chan tan cong trén hé thong va thong
bao vé Poi Ung ciru sw cO an toan thong tin mang tinh Quang Ngéi dé co cac
bién phap hé tro, xi Iy kip thoi.

pé nghi 1anh dao cac co quan, don vi quan tam chi dao thuc hién./.

Noi nhén: KT GIAM POC
- Nhu trén: :

- Phong VH&TT céc huyén. thi xa. thanh pho:
- Thanh vién Ddi img ciru sy c0 ATTT mang tinh:
-S¢ TT&TT: Lanh dao Sa.
cac phong chuyén mén, TT CNTT&TT;
-Luu: VT, BCVT&CNTT.

D6 Quang Nghia
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PHU LUC

THONG TIN VE CAC LO HONG BAO MAT TRONG MICROSOFT
/STTTT-BCVT&CNTT ngay /5/2022 ciia So Thong

(Kém theo Céng van sé

tin va Truyén thong)

1. Théng tin cac 16 héng bio mat

13 CVE

Mo ta

Link tham khao

1 | CVE-2022-26925

- Piém CVSS: 9.8 (Nghiém trong)

- L6 héng trong Windows LSA cho
phép d6i twong tan cong khong can
xéc thue c6 thé thuc hién tin cong
gia mao (spoofing) két hop véi
NTLM relayattack tir d0 nang cao
dac quyén trong hé thong muc tiéu.
- Anh huong: Windows
7/8.1/10/11,  Windows  Server
2022/2019/2016/2012/2008.

https://msrc.micros
oft.com/update-
guide/enUS/vulner
ability/CVE-2022-
26925

CVE-2022-26923

- Piém CVSS: 8.8 (Cao)

- L5 héng trong Active Directory
Domain Services cho phép ddi
tuong tan cong thuc hién ning cao
dic quyen.

- Anh huong: Windows 8.1/10/11,
Windows Server
2012/2016/2019/2022.

https://msrc.micros
oft.com/updateguid
e/vulnerability/CV

E-2022-4491

CVE-2022-26937

- Piém CVSS: 9.8 (Nghiém trong)
- L5 hong trong Windows Network
File System cho phép dbi tuong tan
cong thure thi ma tir xa.

- Anh huéng: Windows Server
2008/2012/2016/2019/2022.

https://msrc.micros
oft.com/updateguid
e/vulnerability
CVE-2022-26937

CVE-2022-29972

- L5 hong trong Magnitude Simba
Amazon Redshift ODBC
Driver cho phép dbi twong thuc thi
ma tur xa.

https://msrc.micros
oft.com/updateguid
e/vulnerability/CV
-2022-29972
https://msrcblog.icr
osoft.com/2022/05/
09/vulnerabilitmiti
gated-in-the-
thirdparty-data-
connectorused-in-
azure-
synapsepipelines-
and-azuredata-




T CVE

Link tham khao

factory-cve-2022-
29972

5 | CVE-2022-21978

- biem CVSS: 8.2 (Cao)

- L& héng trong Microsoft
Exchange Server cho phép dbi
tuong tan cong thuc hién nang cao
dic quyén.

- Anh huéng: Windows Server
2013/2016/2019.

https://msrc.micros
oft.com/updateguid
e/vulnerability/CV

E-2022-21978

6 | CVE-2022-22017

- Piém CVSS: 8.8 (Cao)

- L3 hong trong Remote Desktop
Protocol Client cho phép d6i twong
tan cong thuc thi ma tir xa.

- Anh huéng: Windows
Windows Server 2022.

11,

https://msrc.micros
oft.com/updateguid
e/vulnerability/CV

E-2022-22017

7 | CVE-2022-29110

- Piém CVSS: 7.8 (Cao)

- L& hoéng trong Microsoft Excel
cho phép ddi twong tan cong thuc
thi ma tir xa.

- Anh huéng: MicrosoftOffice Web
Apps Server 2013, Microsoft Excel
2013/2016.

https://msrc.micros
oft.com/updateguid
e/vulnerability/CV
E-2022-29110

8 | CVE-2022-29108

- biém CVSS: 7.8 (Cao)

- L& hoéng trong Microsoft
SharePoint Server cho phép dbi
tuwong tan cong thuc thi ma tir xa.

- Anh huong: Microsoft SharePoint
Server  2016/2019,  Microsoft
SharePoint Foundation 2013.

https://msrc.micros
oft.com/updateguid
e/vulnerability/CV
E-2022-29108

2. Hwéng dan khic phuc

Bién phap t6t nhit dé khic phuc 13 cip nhét ban va cho cac 16 hong bao mat
noi trén theo hudng dan cia hing. Quy don vi tham khao céc ban cip nhat phu
hop cho cac san pham dang sir dung tai link nguon tham khao tai muc 1 cua Phu

luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/releaseNote/2022-May

https://www.zerodayinitiative.com/blog/2022/5/10/the-may-2022-security-

update-review
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