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UBND TINH QUANG NGAI CONG HOA XA HQI CHU NGHIA VIET NAM
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THONG BAO

Nguy co tin cong vio hé thong thong tin ciia co s& gido duc
thong qua 16 hong bio mat CVE-2022-29464

Theo dé nghi cia Sé Théng tin va "l:ruyén thong tai Cong van 56
498/STTTT-BCVT&CNTT ngay 21/4/2022 vé ViéC~ nguy co tdn cong vao hé
thong thong tin cia cac co quan, té chirc théng qua 16 hong bao méat CVE-2022-
29464,

S¢ Gido duc va Pao tao théng bao dén c4c don vi, co sé gido duc nam tinh
hinh, trién khai théng tin dén cac can bo, gido vién thyc hién céc bién phap dé

han ché céc rti ro vé nguy co mat an toan thong tin. (Kem theo Céng van sé
498/STTTT-BCVT&CNTT ngay 21/4/2022 ciia S6 T, hong tin va Truyén théng)

Yéu cau lanh dao cac don vi quan tAm chi dao thuc hién./.

Aginhgn: . TL. GIAM POC
- Don vi tryc thude S& : £ X 2
- Phong GDDT huyén, thi x4, thanh phé; KT: CT\I}III‘\,/?&ILI;III{%; (é

- Trung tdm GDNN-GDTX huyén, thi xa;
- Lanh dao S& GDPT;

- Céc phong thudc S& GDDT;

- Luu: VT, VP, ndh.




UBND TINH QUANG NGAI CONG HOA XA HOI CHUNGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Dic lip - Twr do - Hanh phiic
S6498 /STTTT-BCVT&CNTT Quang Ngai, ngay 2/théng 4 nim 2022

V/v nguy co tan cong vao hé théng thong
tin cla céc co quan, to chirc thong qua 16
hong bao mat CVE-2022-29464

Kinh gini:
- Van phong: Tinh iy, Poan PBQH&HPND, UBND tinh:
- Cdc s6, ban, nganh; Hoi, doan thé tinh:
- UBND cac huyén, thi x3, thanh phé;
- Bdo Quang Ngii, Dai Pht thanh va Truyén hinh tinh.

Theo canh bao ctia Cuc An toan thong tin tai Coéng vin s6 548/CATTT-
NCSC ngay 19/4/2022 nguy co tan cong vao hé théng thong tin ctia cac co quan,
t6 chirc théng qua 16 hong bao mat CVE-2022-29464: S& Thong tin va Truyén
thong dé nghi lanh dao cic co quan, don vi, dia phwong chi dao thuc hién mot sé
bién phap sau dé han ché céc rii ro vé nguy co mét an toan thong tin:

1. Kiém tra, ra sot va xac minh hé théng thong tin ctia co quan, don vi ¢6
sit dung san pham WSO2. Trong truong hop bi anh huéng, cic don vi can nang
cap lén phién ban méi nhét hodc thuc hién cdc bién phap khic phuc thay thé
nham giam thiéu nguy co tan cong.

(Tham khao hudng dan tai Phu luc dinh kém Cong véan nay).

2. Tang cudng gidm sat va san sang phuong an xur 1y khi phat hién c6 diu
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo déi kénh canh
bdo cua céc co quan chirc nang va cic td chirc 1én vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Khi phat hién cac hé théng cd bidu hién bi khai théc, tin cong mang,
trién khai ngay cac bién phap xu Iy ngin chin tin cong trén hé thong va thong
bao vé Pai g ctru su ¢b an toan thong tin mang tinh Quang Ngii dé c6 cac
bién phép hd tro, xit Iy kip thi.

bé nghi lanh dao cac co quan, don vi, dia phuong quan tdm chi dao thuc
hién./.

Noi nhin:
- Nhur trén:
- Phong VH&TT cac huyén, thi xa. thanh phé;
- Thanh vién Déi tmg ctru s ¢ ATTT mang tinh;
-S¢ TT&TT: Lanh dao So.
cac phong chuyén mén, TT CN-TT&TT:
-Luu: VT, BCVT&CNTT.
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PHU LUC
Théng tin 16 hong bao mat
(Kem theo Cong van sé  /STTTT-BCVT&CNTT ngay /4/2022
ciia So Thong tin va Truyén théng)
1. Théng tin 16 hong bao mat
- M6 ta: Lo héng anh huéng dén san phim WSO02 cho phép dbi tuong tan
cong thuc thi ma tir xa trén may chu.
- CVSS: 9.8 (Nghiém trong).
- Anh huong:
+ WSO2 API Manager phién ban 2.2.0 tré 1én:
+ WSO2 Identity Server phién ban 5.2.0 tré Ién:
+ WSO2 Identity Server Analytics phién ban 5.4.0, 5.4.1, 5.50,5.6.0;
+ WSO2 Identity Server as Key Manager phién ban 5.3.0 tr& lén;
+ WSO2 Enterprise Integrator phién ban 6.2.0 tré 1én.

2. Hwéng dan khiac phuc

Bién phap tot nhit dé khac phuc 16 héng nay la nang cap 1én phién ban méi
nhat. Trong truong hop khong thé nang cip do chua cé phat hanh phién ban méi
twong tmg véi phién ban dang str dung, Quy don vi ¢6 thé ap dung cac ban stra
161 lién quan dura trén cac ban sira 131 di cong khai duoc cung cép dudi day:

https://github.com/wso2/carbon-kernel/pull/3152

https:// github.cornfwsoZXcarbon-identitv-ﬁ'ameworkfpullf.?a 864
https:// github.cmnfwsoz-extensions/identitv-carbon-auth-restfpulLf’ 167

Ngoai ra dé giam thiéu nguy co tan cong, Quy don vi ¢6 thé thuc hién cac
budc khac phuc thay thé tam thoi nhu sau:

Phién ban bi anh

hwéng Cac buéc khac phuc thay thé

WS02 API
Manager 2.6.0, 2.5.0,
220

WSO2 Identity
Server 5.8.0, 35.7.0,
5.6.0, 55.0, 54.1,|Xbéa tat ca mapping  defined bén trong
5.4.0,5.3.0,5.2.0 FileUploadConfig tag tai:
WSO2 Identity Server <product_home>/repository/conf/carbon.xml

as Key Manager 5.7.0,
36.0,5.50,5.3.0
WSO2 IS Analytics
Jol, 35350 54.1,
5.4.0




Phién ban bi anh
hwéng

Cic buéc khic phuc thay thé

API
320,

WSO2
Manager 4.0.0,
3.1.0,3.0.0

Thém ciu hinh dudi day
<product_home>/repository/conf/deployment.toml

vao

deployment.toml

[[resource.access_control]]
context="(.*)/fileupload/resource(.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/(.*)"
secure=true

http_method = "all"

permissions = ["/permission/protected/"]

WSO02 Identity
Server 5.11.0, 5.10.0,

Thém cau hinh dudi day
<product_home>/repository/conf/deployment.toml

vao

deployment.toml

[[resource.access_control]]
context="(.*)/fileupload/ service (.*)"
secure=false

http_method = "all"

[[resource.access_control]]
context="(.*)/fileupload/entitlement-policy(.*)"

secure=false

5.9.0WSO2 Identity hitp method = "all"
Server as  Key -
15\4; %ager Sl [[resource.access_control]]
o context="(.*)/fileupload/resource(.*)"
secure=false
http_method = "all"
[[resource.access_control]]
context="(.*)/fileupload/(.*)"
secure=true
http_method = "all"
permissions = ["/permission/protected/"]
WSO2 Enterprise | D6i véi  EI profile, x6a mappings trong tép
Integrator 6.6.0, | <product home>/conf/carbon.xml ra khoi




Phién ban bi anh
hwéong

Ciac bwéc khic phuc thay thé

6.5.0,6.4.0,6.3.0,6.2.0

<FileUploadConfig>

D61 véi Business process / Broker va Analytics
profiles, thay doi lai tép carbon.xml cho cac Vi
tri twong Ung sau:

<product_home>/wso2/broker/conf/carbon.xml
<product_home>/wso2/business-
process/conf/carbon.xml
<product_home>/wso02/analytics/conf/carbon.xml

deployment.toml

<Mapping>
<Actions>
<Action>keystore</Action>
<Action>certificate</Action>
<Action>*</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports. fileupload.
AnyFileUploadExecutor</Class>
</Mapping>

<Mapping>
<Actions>
<Action>jarZip</Action>
</Actions>
<Class>org.wso2.carbon.ui.transports. fileupload.
JarZipUploadExecutor</Class>
</Mapping>

<Mapping>
<Actions>
<Action>tools</Action>
</Actions>
<C lass>org.wso2.carbon.ui.transports.ﬂleupload.
ToolsFileUploadExecutor</Class>
</Mapping>

<Mapping>
<Actions>
<Action>toolsAny</Action>
</Actions>
<Class>org.ws02.carbon.ui.transports.ﬁleupload.




Phién ban bi anh

hwéng Cac buéc khac phuc thay thé
ToolsAnyFileUploadExecutor</Class>
</Mapping>
. Nguf’m tham khao

https://docs.wso?2 .c01n/displav/Securitw’Securitv+Advisorv+WSO2 -2021-1738




		2022-04-22T11:17:16+0700




