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SO*gg ISTTTT.BCVT&CNTT

Vlv nguy co t6n congr..-ao hQ rh6ng th6ng
tin cua c6c co quan, to chrrc thoug qua 16

lrdug bdo urf,t CVE-3022 -29464

Kinh gtti:
- Vin ph6ng: Tinh riy, Doin DBeH&HDND, UBND tinh;
- Cdc s&. ban. ngdnh; HOi, doAn thii tinh;
- UBND ciic huyQn. rhi xd, thAnh ph6;
- 86o Quang Ngii, Dii ph6t thanh vi TruyAn hinh tinh.

Theo cinh b6o cta Cuc An toin th6ng tin tai C6ng vin s6 543/CATTT-

ryc?9 "qry 
wl4l202z nguy co tdn c6ng viohs th6ng th6ng tin cua c6c cs quan,

1:^.ht:Jh6:g.:"1 16 hdng bio rnat cvE-2022-ze464t so rh6ng tin vil T;iE;
thong cl6 nghi linh ctqlo cdc co quan, don vi, dia phuon-e chi ttao tf,uc hi6n rn6i s5
bign phrip sau d6 h.1n ch6 cdc rui ro vA ngu, co mdt an ioan th6,g tin:

l. Ki6m ffa. ri so6t vi x6c minh h$ thOng thdng tin cira co quan, dcx1 vi co
srl dyrs yipl"* wso2. frorrg truimg hsp [i inh hucrng, cdc.clont;; il;
cdp l€n. phie3. bin *rdi nhdt hof,c thr.rc hisn cric bi€n phip khlc phuc ,hilt6
nham giim thi6u nglly co t6n c6ng.

{Tltam khao hwong ddn qi phu lqc dinh kdrn c6ng vdn ndfl.
2. T[ng cuong.giim s6t vi sin sing phuong 6n xu li khi phrit hi6n co ddu

higu bi khai thdc, tdn cdng m?ng; oonglhai *Jong,**y6r, ttreo ooi k6nh cinh
b6o cria cdc co quan chirc 1in-g vi c6c t6 chr?c ldm;6 an toin th6ng tin de pi;;
hi$n kip thrri cdc nguy co tdn c6ng m?ng.

.: j, l-<tri phrit hi6n cdc h€ th5ng c6 bi6u hign bi khai thiic, tin c6ng mang,
tri6n khai neav cdc bi6n p.h,ip xu l!' ngf,n chin tdn c6ng trdn h€ th6ne vd th6ne
biio vd D0i-rnrs cr?u sg c,5 an toin th6ng rin mang tinf, quang Ngfri d€ co c6c
bign phrip hd tro, xri lv klp rhcri.

DA nghi l6nh dao cdc co quan. dsn vi, dia phuong quan tdm chi dao thuc
hi0n.l.

UBNDTiNHQUA}IGNGAI
S udxc rrN t arR{.nuv rrdxc

CQNG HoA XA rqr crru NGrriA w"r N.A,n{
DqcEp-TFdo -II{nhphric

Quang lr{gdi, ngdy2lthdng 4 ndm 2022

Noi nhQn:
- Nhrr trdn:
- Phoug VH&TT cic huyQn. rhi xn- drinh ph6:
- ftenh vien D$i irrrg crnr str c6 RTTT urqng tinh:
- Ss TT&TT: Lfrntr ilao So.

c6c phdng chuy€n m6n. TT CN-TT&TT;
- Lrnr: VT- BC\,'T&C:NTT.

KT. GIAM DOC
!

DOCs6
IH0NG III{

INtlYfi\I

E5 Quang Nghia



2

PHg LlrC
Th0ng tin tE hiing bfro mgt

{Kdm thea c6ng r,dir sd lsrrrr-Ecr,tr&cwr ngt{y ,/4/2022
cila So Thdng tin vd Truj,iin th6ng)

1. Th6ng tin X6 h6ng bio m6r
- h{0 t*: L5 l6"e inh hucrng eliin sAn phdm \Irso2 cho phdp d6i rueng t6n

c$ng thgc thi mf, ttr xa tr€n m6v chri.

- CVSS: 9.8 (Nghi6m trang).

- Anh hudmg:

+ WSO2 API Manager phi€n bin 2.2.0 rro l$n;
+ \4rSO2 Identity Server phiEn be$ 5,2.0 tr& l6n;
+ w'soa Identig sener Analytics phi6n b*n 5-4.0" 5.4.1, 5.5.0, 5.6"0;
+ WSO2 Identity Server as Key Manager phi6n ban S.3"0 tro I€n;
+ wSoi E,terprise Integrator phi€n ban 6.?.s tr* I6n.

2. Huthrg dfin kFii.. phgc

. , *€o phrtp.t6t nhf,t cld khic qhuc 16 h6ng niy li n6ng cdp l€n phi6n bin m6i
nh$t. Trong trLrffilg ho. p kh6ng th6 n6ng 

".{p 
ao .io" cO 6at 

-fraof, 
onie, bin rn*i

*f$ tmg vd'i phi€n bin tfang s* drurg. Quli dan vi co trre *p aune cfc bAn sua
I6i li6n quan dua rrdn ciic bin s*a r6i dfi c6ng khai dugc .rrog .dp aira aav:

:ll
:l /'

152

Ng9di ra dii-giim thi6u nguy 
"o 

tdn c6ng, Quy clcm vi c6 th€ thuc his.n cric
butlc kh*c phpc thay th6 ta* tidinhu sau:

Phi6n bin bi 6nh
hr&ng Cr{c bur*c khiic phgc thay thi

$IISO2 API
Manager 3.6.CI, 3.5.CI,
2.2.0
S/SO2 Identiry
Server 5.8.0, 5.7.0,
5.6.0, 5.5.0,5.4.1,
5."t.0, 5.3.0, 5"2"0
V/SOZ Identity Server
as Key Manager 5.7.0,
5.6.0, 5.5.0, 5.3,0
$fSO? IS Analytics
5.6.0, 5.5.0, 5.4.1,
5.4.0

X6a tdt ci mapping defined b€n
FilelJploadConfig ta_q
<pro duct home>h epositorylconflcarbon.xml

trong
tai:
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Phi6n bin bi tinh
hr&ng Cic bufc khfc phrlc thay thii

deployment.toml

srsoS
Manager 4.0"0,
3.1.0,3.0.0

API
3.3.0.

[ [resource. access_control] ]
contexF"{. * }/fi leuploadresource(. *; tt

secure:false
http_method: "all"

[[re source. access_control] ]
context:"(. *)fileuploat#(. * 

) "
secufe:true
http_rnethod: "a11"
pennissions : ["lpennission/protected/', ]

Thdm rdu hinh dudi ddy
<pro du ct home>/repository/confl d eployment. toml

va0

nt.toml

$fSOl Identity
Server 5.11.0,5.1CI-0,
5.9.0WSO2 Identify
Server as Key
Manager 5.10.0.
5.9.0

context:"(. *lfileupload/ service (. *) "
secure:false
http_n:ethod: "all"

[ [resourc e. access_control] ]
context:"{. *}ltileuploadlentitlement-policy(. *)"
secure:false
htrp_method: "all"

[ [re source. access_control] ]
context:"(. *)itileupload/resource{. +1 tt

sectrre:false
http*method: "all"

[ [re souree. access_control] ]
context:"(. *)lfileupload/(. *) "
secLtre:true
http_method: "a11"
permissioor : ["lpermission/protectedl"]

f [resource. &ccBss*control]]

<produ ct_home>/repositnrylconfldeployrnent. toml
vaoTh6rn calt hinh du6i ddy

Enterprise
6.6.0,

wso? EI protile, x6a rnappings trong
horne>/conflcarbr:n.xml ra

oot V{II rep

khoi
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Phi6n bin bi inh
hu&ng Cr{c bufc khfc phgc thay thti

deployment.toml

6.5.0, 6.4.0, 6.3.0, 6.2.A

<Mapping>
<Actions>

<Ac tion>keystore<lActi on>
<Ac tion>certi fi cate</Action>
<Action>*</Action>

<lAcfions>
<C Iass>org.wso2. carbon.ui.transports. fi leupload

AnyFi I eUploadExecutor</Cl ass>
</Mapping>

<Mapping>
<Actions>

<Act i on >j arZip</ Ac ti on>
</Actions>

_ <Class>org.ws02.carbon.ui.transports. fileupload.
I arZrpU pl oadExecu tor</Clas s>
</Mapping>

<Mapping>
<Actions>

<Action>tools</Action>
</Actions>
<Clasporg.wso2.carbon.ui.transports. fileupload.

Tool sFileUploadExecutor</Clas s>
</Mapping>

<Mapping>
<Actions>

<Ac tion>toolsAny</Acti on>
</Actions>

wso2.carbon.ui

<FileUploadConfig>

DOi vdi Business process ,,/ Broker vi Analytics
profiles, tha_v d6i tai t€p carbon.xml cho cdc vi
tri tucrng img sau:

<product home>/ws o2lbroker/conf/carbon. xml
<product homeXwso2lbusiness -
proc e sslc onf/carbon. xml
<produ ct-home>lwso2/analytics/co,f/carbon. xml
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Phi6n bin bi inh
hu&ng Cic bufc khfrc phgc thay th6

</Mapping>

3. Ngu6n tham kh*o
h.ttps:/ldgcs-w'.So2.con-vdisplqylSecur.itvisesurity+Ad1:isory+WSo2_20?l-17*38
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