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THONG BAO

Canh bio 16 héng bdo mat dnh huwdng cao trong cic sin pham
Microsoft cong bd thang 4/2022

Theo @& nghi cia So Thong tin va Tmyén thong tai Cong vén 5O
488/STTTT-BCVT&CNTT ngay 20/4/2022 vé viéc canh bdo 16 hong bao mat
anh hudng cao trong céc san pham Microsoft cong bo thang 4/2022;

S¢ Gido duc va Pao tao thong bio dén cac don Vi, co s& gido duc cd st
dung san phim Microsoft dé nim tinh hinh va trién khai cip nhat ban v4 13i kip
thoi dé tranh nguy co bi tAn cong dbi véi céc thiét bi anh hudng theo huéng dan
cua Microsoft (tham khdo théng tin 16 héng va cdch khdc phuc tai Phu luc dinh
kém Cong viin s6 488/STTTT-BCVT&CNTT ngay 20/4/2022 cua S6 Théng tin va
Truyén thong),

Khi phét hién céc hé thdng c6 biéu hién bi khai thac, tin cdng mang, trién
khai ngay cac bién phép xr ly ngin chin tin cong trén hé thong va thong tin vé
Van phong S& Gido dyc va Do tao qua dién thoai: 0255.3824164 — 0914121856,
Email: ndhuan-sgd@quangngai.gov.vn ; ndhuan@quanengai.edu.vn dé phdi hop
xu ly.

Yéu cau lanh dao cac don vi quan tdm chi dao thyc hién./.

i TL. GIAM POC
- Pon vi tryc thudc S GDDT; 7 v S
- Phong GDDT huyén, thi x4, thanh phé; KT, CHANH VAN PHONG

- Trung tim GDNN-GDTX huyén, thi xa; 3
- Lanh dao S GDPT;

- Céc phong thudc S6 GDDT;
- Luu: VT, VP, ndh.
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PHU LUC

THONG TIN VE CAC LO HONG BAO MAT TRONG MICROSOFT
(Kem theo Cong vin s64B@/STTTT-BCVI&CNTT ngay 20/4/2022 ciia S¢ Théng

tin va Truyén théng)

1. Théng tin cac 16 hong bio mat

STT CVE Mo ta Link tham khao
- Piém CVSS: 9.8 (Nghiém
trong)
- L hé)ng trong RPC Runtime
Library cho phép d6i twong tan
cong thuc thi mi tir xa véi dac | https://msre.microsoft.co
CVE-2022- X 5. 4 o i : 3 : .
| 26809 quyen cao trén hé thong bi anh n#txpdateggde{mlnerab11
huong. 1ty/CVE-2022-26809
- Anh huong:  Windows
7/8.1/10/11, Windows Server
2008/2012/2016/2019/20
22.
- Piém CVSS: 9.8 (Nghiém
trong)
- L& héng trong Windows
CVE-2022- Network File System cho phép https://msre.microsoft.co
. 24491 doi mcyng tan cong thuc thi ma fn/updategmde/wlnerabxl
tir xa voi dic quyeén cao. 1ty/CVE-2022-24491
- Anh huéng:  Windows
8.1/10/11, Windows Server
2012 /2016/2019.
- Piém CVSS: 9.8 (Nghiém
tron%) )
- Lo hong tro Window .
NetI;vork Fniige Sys?eglll chlonphé; https://’msrc.gncrosoft.c
3 ane 2922 | 4 twong thn cdng thuc th ma | QR updateguide/vulner
24497 ; il ‘ ability/CVE-2022-
o wr P 24497
- Anh huong: Windows 8.1/10, | =2
Windows Server2012/2016/
2019/2022.
- Biém CVSS: 7.2 (cao)
- L6 hong trong Windows DNS T X
Server cho phép déi twgng tén https.z/111510.1@01050&.@
4 CVE-2022- Snp thrc th s 6 xa om/updateguide/vinera
26815 B R g bility/CVE-2022-
- Anh huong: Windows 26815
Server 2008/2012/2016/2019 | <2222
/2022,
5 |CVE-2022- [-DPidm CVSS. 7.9 (cao) | https://msre.microsoft.co
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STT CVE M6 ta Link tham khao
26904 - L6 hong trong WindowsUser | m/updateguide/vulnerabi
Profile Service cho phép d6i lity/CVE-2022-26904
tuong tin cong thuc hién ning
cao dic quyén. Ly héng nay da
c6 ma khai thac cong khai trén
Internet.
- Anh huwong: Windows
7/8.1/10/11, Windows Server
2008/2012/2016.
- Biém CVSS: 8.1 (Cao)
- L6 héng trong Windows
LDAP cho phép dbi twong
CVE-2022- tan cong thuc thi ma r xa. httns:f’f"lnsrczlnicrosoft.cc‘)
6 26919 - Anh hudéng: Windows xg/ugdatezulde/vulnerabz
8.1/10/11, Windows lity/CVE-2022-26919
Server
2008/2012/2016/2019/20
2.
- Biém CVSS: 7.8 (Cao)
- L6 hong trong Windows
S File’System £ https://msre.microsoft.co
7 |CvEa0ma. | Diverchopti titumg | L st
24521 quvgn ‘ i : guide/enUS/vulnerabilit
- Anh hudong: Windows WCVE-2022-24521
7/8.1/10/11, Windows Server
2008/2012/2016/2019/2022.

2. Hwéng dan khic phuc

Bién phap tot nhit dé khic phuc la cap nhét ban va cho cac 16 héng bao mat
noi trén theo hudng dan cia hing. Quy don vi tham khao c4c ban cip nhat phu

hop cho cdc san pham dang st dun

luc.

3. Tai liéu tham khao

ht‘tps:/f"msrc.microsoft.coxm’update-guide/releaseNote/ZO?.B-Apr

g tai link ngué)n tham khao tai muc 1 cua phu

https://www.zerodavinitiative.com/ blog/2022/4/1 1/the-april-2022-security-

pdate-review
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