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THONG gAo
cf,nh b6o 15 h6ng bio m{t inh huong cao trong cfc sin phAm

Microsoft c6ng Ud tnang 4lZ0Z2

Theo dc nghi cta So Th6ng tin vd rruy6n th6ng tai c6ng vdn si5
488/STTTT-BCVT&CNTT ng4y 2Ol4l2O22 v6 viQc. canh U]o iO h6ni b6o mft
6nh huong cao trong cdc s6n phAm Microsoft c6ng uo trrang 412022;

S<r Gi6o dpc vd Ddo tao th6ng b6o d6n c6c dcm vi, co sd gido duc c6 sri
dung sin phAm Microsoft dc nlm tt.l rrinrr uai.ie, khai cdp nhAt ba; r'a rair.ip
thdi dC trtuthnguy co !i t6n cdng aOi vOi cdc thi6tbi anb hucmg tn.o ft"*g ad|
cria Microsoft (tham khdo th6ng tin l5 h6ng vd cdch khdc phlri tqt phu lui dinh

Pm lang yal sO 458/STTTT-B-CVTACNU| nsdy 20/4/2012 ct)a Sd Th6ng tin vd
Truy€n th6ng);

Khi ph6t hiQn c6c h9 th6ng c6 bi6u h,tn bf khai th6c, t6n c6ng mqng, tri6n
khai ngay cdc biQn phrip xri lli ngdn chan t6n c6ng tr6n hQ th6ng ua tnOniii, uC
Vdn phdng Sd GiSo dpc vd Ddo tpo qua di6n thopi: O255.3BZ4ir6q - 0gl4tllg56,
Email : ndhuan-sgd@quangngai. gov.vn ; ndhuan@quangngai.edu.vn de phoi trqp
xt ly.

Y6u cAu 15nh dpo c6c dcrn vi
Noi nhQn:
- Don vitruc thuQc Sd GDDT;
- Phdng GDDT huyQn, thi x6, thdnh phii;
- Trung tem GDNN-GDTX huyQn, thixd;
- Linh tlao S0 GDDT;
- C6c phong thuQc Sd GDDT;
- Luu: VT, VP, ndh.

quan t6m chi tlpo thgc hiQn./.
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PHg LVC
TTIONG TIN VE CAC LO HONC gAO MAT TRONG MICROSOFT(Kdn rheo c6ng tan sii\ltsrrrr-Bcw&cNTi ngdy/Qr4/20r2 cfia so Th6ng

tin va Truytin th6ng)
1. Th6ng tin cr{c t6 h6ng bdo m6t

STT CYE 11{6 rA Link tham khio

I
cvE-z022-

26809

CVSS: 9.8 (Nghi6nr
trong)
- I.5 n6ng trong RpC Runtime
Library ctro phdp d6i tr:qng tdn
c6ng thUc thi mE ru xa v6i d5c
quyAn cao rr6n hg th6ng bi enh
huong
- Anh hudrng: Windor.l,s
718.1/l0ll l, Windows Server
2008t30 I 2 t 20 t6/20 t9 t20
22.

https : //msrc.microsoft. co
m/r,rp dA te gui delrulperfl b i !

itylcvE-2022-26809

2
cvE-20?2-
21491

CVSS: 9.8 (Nghi6m
trgng)
- L6 h6ng trong Windor,r,s
Nefu,ork File System cho ph6p
d6i tuong tan c6ng thUc thi m-i
t* xa"v6i dac quydn 

"ao.- Anh hucmg: Windor,l,s
8.1/10/l l, Windows Server
2012 /20t6i20t9.

ht$s.:l&nsrc. microsoft.qo
rnrupaategiiiaelwGffil
ityrcvE-2022-2449I

3
cvE-2022-
24497

CVSS: 9.8 (Nghi€rn
trqng)
- LA hdng trong Windorvs
Netrvork File System cho ph6p
dOr tuon_e tin c6ng thuc thi m6
tu xa.
- Anh hucrng: Windorvs B.l110,
Windows Server2Ol2/2016/
2A19t2A22.

https :/lmsrc. microso ft. c
om/update gui d e/vr.r lner
abilitylCVE-2032-
24497

4 cvE-2022-
26815

Server cho ph6p C6i tuqng tdn
c63S thuc thi mS tr xa.
- Anh hudmg: Windor.vs
Server 2008/20 I 2 120 I 6120 Lg
12022.

L6 Windorvs
SCVS 7 2 cao( )

h6ng DNStrong
http s :.ilursrc. rnicro soft. c
onr/update guide/vInera

26815
2-

5 cvE-2023- CVSS: 7.9 cao
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STT CVE M6 tA Link tham kh6o
26904 trong WindotvsUser

Profile Senice cho ph6p rl6i
tuqng tdn cdng th-Echie; n6ng
cao d3c qt vdn. 15 h6ng niv ia
c6 mfr khai thiic cdng khai tr€n
Intemet.
- Anh huong: Windorvs
7/8.1/10/l l, Windows Server
2008/20t 7t2016.

rn,'up dSte guide,,w lnerabi
litylcvE-2A22-26904

6
cvE-20?2-
26919

CVSS 8.1 (Cao)
g WindowsL5 h6ng tron

L,DAP cho phdp et6i hrqng
t6l cdng thuc thi mfl tu xa.
- Anh huong: Windor.vs
8. l/10/l l. Windows
Server
2008/20 I 2/20 t6t20 t9 tzo
22.

https :r:,tnsrc. microsoft. co
rn/update gu idelvtrlnerab i
lity/CVE-2022-26919

7
cvE-z023-
24521

CVSS 7.8 (Cao)
LO h6ng trong Windorvs

Common Log File System
Driver cho phdp A6l tuqng tdn
c6ng thrrc hi€n ning cao dic
qu_Yen.

- Anh hucrng: Windor,vs
7/8.llI0/l l, Windows Server
2008/20 t2i20t6t20t9/2022.

https ://msrc.microsoft .co
nfupdate-
gu idelenUS,'r'ulnera bil i t
ylCYE-2A22-2452|

2. Hufng dfin khiic phgc

Bi$n ph6p t6t nh6t d6"nnr: phuc li c{p nhf,t bin vii cho c6c l5 h6ng bao mit
noi tr€n theo hutrnq dT cria hdn-e. Quv dun vf tham khSo cric bin c6p-ntrat pfru
hgrp cho cdc sin phim dang str dung tai link ngu6n rham khio tai muc I cua phu
luc.

3. Tni lifu tham khfro

I
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